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ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

1 Overview

This document explains how the handling of dynamically-exchanged session parameters can be configured in the ZebraTester GUI.

1.1 What are "dynamically-exchanged session parameters"?
Some web applications use unique values to keep track of each individual session.

These "session-context" values are usually dynamically generated CGI- or form- Initiate Purchase \A-Ieb-

) s Application
parameter that are exchanged between the web application and the web browser. If o
you would repeat the same web surfing session you would observe that the values of Order Number

these session-tracking parameters are constantly updated by a more or less random
algorithm. A good example could be a purchase order number in web shop
application. If during a load test execution ZebraTester would simply echo the session- Order Number
tracking values that were observed during the test recording stage, the load test run

would fail.

Confirm Purchase

The values of these dynamically-exchanged session parameters are always generated by the web server first and sent to the web browser. The web
browser will then send these values back to the web server as part of future page requests. In other words: if a parameter value is not issued by the
web server first, that value is NOT to be considered as a dynamically-exchanged session parameter for the scope of this documentation. For
example, user names and passwords which are entered in login forms are NOT dynamically-exchanged session parameters.

In contrast to session cookies which are automatically handled by ZebraTester, "dynamically-exchanged session parameters” require some manual
configuration to allow ZebraTester to locate and handle these parameters. ZebraTester’s Var Finder menu will assist you with the task of finding and
handling these dynamically-exchanged session parameters in an intuitive and simple fashion.

1.2 Why "dynamically-exchanged session parameters” require manual configuration in the ZebraTester GUI?

Correctly understanding and processing these dynamic session values is a requirement for ZebraTester to simulate hundreds or even thousands of
web user sessions from only one computer system.

During the execution of a load test ZebraTester simulates only the strictly required functionality of a web browser. As an example the automated
handling of session cookies occurs with no on-screen rendering and without relying on a JavaScript engine. In a nutshell ZebraTester simply
simulates the network traffic that is usually generated by a web browser, without the need that for each simulated user to run a browser instance.

Doing so is up to hundred times more efficient from a CPU/memory requirement point of view then using real web browser instances. This allows
ZebraTester to simulate hundreds or even thousands of web users from a single machine.

This is atechnical solution that allows you the execution of high-performance load tests with minimal hardware resources.
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ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

1.3 How does the manual configuration work?

The manual configuration of a "dynamically-exchanged session parameter” works in such a way that the parameter’s value is extracted into a variable
(Extract Var) when it is first received from the web application. The value of the variable is then sent back to the web application in subsequent
requests (Assign Var).

During the manual configuration of this process - i.e. when extracting of a value into a variable, as well as
when assigning a variable to a parameter - the ZebraTester GUI behaves as if the displayed value is already Definitions:
dynamically-exchanged. In reality the GUI only creates a definition of how that specific value needs to Recorded * Var Extractor
be extracted to a variable and then assigned to subsequent requests. These definitions are then * Var Assigner
incorporated in the automatically generated load test program and executed at run time during the load test * Input File

Web Surfing

for each simulated user. The definitions are also stored in the *.prxdat files as an integral addition to the Session -

recorded web surfing session. This means that the core of a recorded web surfing session is not modified by
creating definitions and remains still "intact" in the original condition.

N\ J

You can always delete any previously created definition, without the need to record the web surfing session Y
again. Automatically generated
Load Test Program: *.java® *.class

The usage "dynamically-exchanged session parameters" is heavily dependant on the technologies used by the application you are planning to test.
Some web applications exclusively rely on cookies for session tracking purposes and don’t require you to manually configure handling of session
parameters. On the other hand there are web applications that heavily rely on these session parameters and even a simple application made up of a
few web pages might use a number of "dynamically-exchanged session parameters". Most of the "dynamically-exchanged session parameters" are
purely technical in nature and do not correspond directly to end-user data fields which are displayed in the web browser.

After recording a new web surfing session, you have always to check whether "dynamically-exchanged session parameters"” are used or
not used by the web application. This is can be done by calling the Var Finder menu.

As you will see the following example, the ZebraTester GUI assists you with powerful features in order to quickly and easily handle "dynamically-
exchanged session parameters".

© 2011 — 2020 Apica All Rights Reserved Page 4 of 43



ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

2 lllustrated Example

Hint: Before you start the configuring dynamically-exchanged session parameters you should delete or filter-out all unwanted URL calls from your
recorded web surfing session. For example, you should delete all calls to Google Analytics because you just want to stress your web application, not
Google Analytics.

Click on the Var Finder menu after you have deleted or filtered-out all unwanted URL calls in Main Menu:

¥) PR¥: Main Menu - Mozilla Firefox

File  Edit ‘“iew History  Bookmarks Tools  Help

'.:" Google j:::"

é - c % ' 'F htkp:fi127.0,0.1: 7990/ dfischer jwebadminintetFace htdocs/inde:x, html? applyFilker=12&fiter_ache=1&filterErrar=1 ’ﬂ? '|

| PRX:Main Menu | = | .
: < T A &€ % &8 ¢ @
:00 Praoxy Sniffer Maln MEHU ‘% - &

* b oadrni . . Hel Wiz b Paga Parzonal Project  Load Test Generate Pnalyvze Refresh
* Web Adrmin Professional Edition 4/ 4.5-B P Tools  Scanner  Settings Navigator  Jobs Load Test Load Tests Display

Filter: [] Mo Binary Data {images ..} [ Na CBS, JS (Only HTML) Mo Cached Data (304) Mo Errors  Host:| | aply Fiter |

® 0 M

ftem Test Offset  Position Content Size Time HTTP Request + HTTP Response

¥ 1 [ 0.00sec [N | 17736 bytes 47 ms E GET http:iiad ou-vwwan-evento06-b be chiBS TESTS 4+ 200 (OF) TEXT/HTHML
Total: 0.41sec 17736 bytes 1Request , 43.68 kbytes/sec

¥ 3 [ [-1E Page #2: Anmelden user's think time: 2 seconds +35%

© 2011 — 2020 Apica All Rights Reserved Page 5 of 43



ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

The Var Finder menu scans briefly the recorded web surfing session and as a result displays a list of all CGI parameters and all HTML form
parameters that are sent via HTTP(S) requests to the web application. The list includes all the parameter names as well as their parameter values
(column "Recorded Value").

Note here that each combination of parameter name AND parameter value is shown only once in the list. The column "First Assign" shows in
which URL this combination was sent for the first time to the web application.

Hint: review the column "Host" to verify that only the hostname of the server you want to load test is listed. If you find unwanted hostnames, return to
the main menu and delete or filter-out the unwanted URL calls. Then click on the Refresh Icon in the Var Finder menu (top right corner).

%2 PRY: Var Finder - Mozilla Firefox

£ http:/f127,0.0,1:7990/dfischerwebadmininterf ace/Dat aRecordYarFinder PopupWeblst?modifyShowHost Action=1&showHost=1 1
-

4% [Droxy Sniffer - Q Cookies %

: Web Admin Var Finder Help  Search  ‘erify FRefresh Close

Instructions for using the Var Finder:
1. First- before using the Var Finder - delete or filter out all urwanted URL calls to external web servers such as advertising servers or session fracking servers (for example Goodle Analytics). This can be performed in the Proxy Sniffer Main Menu. After thatyou can disable the calurmn Host in

the list below.
2. Then call this Var Finder Menu again and review the column Recorded Value in the list below. Try to jJudoe which values could be dynarnically-exchanded session parameters. If a value is a large number or a cryptic string it is probably a dynamicall-exchanged session parameter.
Hint: Fararneters which are narned _VIEWSTATE or __EVENTVALIDATION are always dynarnically-exchanged session parameters.
On the ather hand, recorded values which contain a user name or a password of a login account entered in a HTML Form are narmally not dynamically-exchanged session parameters. In such a case you can use a Input File to assign an own username and password for each simulated
UsEr.
3. For eachg ial dy ically- ion parameter, click an the @ icon an the left hand of the Parameter Mame and fallaw the instructions.

To get an overview aboutwhich parameters are already processed as a dynamically-exchanged session parameter you can click on the Refresh lcon at the upper right cormer of this window. Already processed parameters are characterized in that a variakle name is shown in the column Var
Name.

[] Disable Instructions for using the Yar Finder.

P ial Dy ically-Excl 1 Session Parameters - Condensed List of all transmitted HTML Form and CGl Parameters, composed overall recorded URLs:

Display parameter values with min. |3 v characters where min. | 0% w | ofall characters are in ASCI-HEX range '0°.F'  [] Include File Paths

First Extract | First Assign Host ar Mame Parameter Name Recorded Value

2 Form Pararmll adou-waww-eventadB-h.he.ch & @_VIEWSTATE MWEPDwWULLTEZODUSOTQINYPZEYCZg9kF gICAWIKF ho CAWBWARL EVGYAdALUNRXZIhnRYIEJT
2 Form Pararmll adou-weew-eventads-n.be.ch & @_EVENWALIDATION MEWEBwWIIKZ cBakyytHe Cwl Dea GBAKbvOTHDWL4 07 +Dwls4sHSDAKPISBRCYWOKURKAXEA
2 Form Pararrl adou-vwww-evento0s-b.be.ch & @ ctionsThernePicker! $ddiTherme EventoBlue

2 Form Pararrl adou-vwww-evento0s-b.be.ch & I ctiongwebPartvanager owplogin SLogin1 $LoginMask§UserMarme

8 Form Pararrl adou-vwww-evento0B-b.be.ch |- @ ctionswebPartvanager! $owploging SLogin1 SLoginMaskEPassword

& Form Pararrl adouw-wwaw-evento0B-b be.ch §- @ ctionswebPartManager! $owploging fLogin1 $LoginMask§LoginButtan Anmelden

12 CGlParam. § adou-wnn-evento06-b.he.ch - @ node df1c8450-c721-4hT-ahZb-e8dbcel f501d
12 CGlParam. § adou-wwnn-evento06-b.he.ch - @TabKey WehTab_heineAnlaesseDoz

15 Form Paramrll adou-wwnn-evento06-b.be.ch - o ctlD0_WvebParthanager! _gwpTreetlavigation1_Treemavigation1_oTreeView_ExpandState BANNNNNNN

15 Form Pararill adou-www-eventods-b.be.ch - B ctind_webPartvanager _ogwpTreeMavigation1_TreeMavigation_aTreeview_Selectediade cll00_\WebPartManager _gwpTreeMavigation1_TreeMavigation1_oTreeviewt?

15 Form Pararl adou-www-eventols-b.he.ch & @_VIEWSTATE MWEPDwWUKMTIZMZYYIN Y1 OASKF g mD20vWAQIDD 2 QWHAID DY CHIRUZXh0B @1 FdmudGEgQlh
15 Form Pararrll adou-wanse-eventolB-b.he.ch & @_EVENWALIDATION MEWIKgMmazl CwiiytHe CwlL Dxa G 3AY Ky O 7THDwKeghwWDALBrILZ D g kK01 uba CwLE ppEnfwL
15 Form Pararrll adou-waw-eventolB-b.he.ch §- B ctinogwebPartMode Ansichtsmodus

15 Form Pararrl adou-waw-evento0s-b.be.ch & B ctinngvehPartanager! §SuchregistetP1 §cti10 AnlassNummer v

~
p,o,o,o,o,o,op,oppp,oﬁl

Done i
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ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

In the Var Finder menu you can also turn off the option to the displays the help text and hide the column "host".

ﬁaable Instructions for using the War Finder.

Potential Dynamically-Exchanged Session Parameters -
Display parameter values with min. | 3 vfracters {

m First Assign Hast
@,

& Form Param. adou-www-evento0s-b
£ & Form Param. adou-www-evento0&-b

£ 2 Form Param. adou-vwasmas-evento06-F

The next step is to identify which of the shown parameters are actually dynamically-exchanged. Usually they can be identified quite easily:

¢ If you see in the “Recorded Value” column a parameter value that you have entered yourself in an HTML form while recording the web
surfing session, this is not a "dynamically-exchanged " parameter. For example, the data entered for a login account (username and
password) are not "dynamically-exchanged session parameters".

¢ |If the parameter value is a cryptic string or a cryptic number, this is almost always a "dynamically-exchanged session parameter". For
example a value like "WEWBwWKJkZ/cBgKyytHeCwLDxaG9AgKbvO7HDwLg407".

e If the parameter value is a long number and you have not entered this number into a HTML form, it is often a "dynamically-exchanged
session parameter"” (for example the number "56481"). Here you can also try to guess the meaning of the parameter name. For example, if the
parameter has the name "EventID", this is probably a "dynamically-exchanged session parameter".

e If the parameter value is a short number, this is often not a "dynamically-exchanged session parameter” (for example the number "1001").
Note here that short simple numbers are often references (keys) of database records, and that their parameter names often resemble the
name of the DB-Keys.

Hint: If you can contact a developer of the web application you can ask him or her to tell you if a parameter is "dynamically-exchanged". However,
this is often not necessary because you can find out by yourself with a little bit of effort — as shown on the next pages in this document.
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ZebraTester V5.5

Handling of "Dynamically-Exchanged Session Parameters"

In this example, the values of a few candidate "dynamically-exchanged session parameters" are highlighted in yellow:

2} PRX: Var Finder - Mozilla Firefox

£ htbpef{127.0.0.1:7990]dfischer fwebadmininterf ace/Dat aRecordyarFinderPopupiwebletFmodifyShowHost Action=1

e
- Proxy Sniffer

web Admin

Ll

Var Finder

[ show Instructions for using the Yar Finder.

@, Cookies 4

Help Search  ‘erify  Refresh Close

Potential Dynamically-Exchanged Session Parameters - Condensed List of all transmitted HTML Form and CGI Parameters, composed overall recorded URLs:

Display parameter values with min. | 3+ | characters where min. | 0% w | ofall characters are in ASCI-HEX range '0°.F* [ Include File Paths

Yvar MName Parameter Name

@ _ VIEWSTATE

@ _ EVENTWALIDATION

@ ctinogThemePicker! $ddiTheme

B ctioogwebPartManager! $owplogind $Logind $LoginMask$UserName

B ctioowebPartManager! $owplogint $Login1 $LoginMaskiPassword

B ctioogwebPartManager! $owplLogint $Login1 $LoginMask$LoginButton

B node

0 Tabkey

B ctioo_webPartanager! _gwpTreeMavigationd _TreeMavigationi_oTreeview_ExpandState
B ctinn_webPartManager! _gwpTreeMavigation _TreeMavigationd _oTreeview_SelectedMode
B vIEWSTATE

@_EVENT\IALIDATION

B ctino gwebParttode

First Extract [l First Assign a

8 Farm Pararm.
8 Farm Pararm.
8 Farm Pararm.
& Form Param.
& Form Param.
& Form Param.
12 CGl Param.
12 CGl Param.
15 Form Param.
15 Form Param.
15 Form Param.
15 Form Param.
4 Form Pararm.

PRPPRPPPRPRPRRPRRRPPPPPRPREPp

15 Form Param. B ctiongwiebPartManager! $5uchregisterviP1 §cti10

15 Form Param. B ctiongwebPartManager! $Suchregisterr1 §otl11

18 CGl Param. % Danlass

22 Farm Param. B _ viEwWSTATE

22 Form Pararm. B EVENTYALIDATION

22 Form Pararm. @ ctiongwenPartManager JgwpBrm_QualifikationDurchDozenten1 §Brn_QualifikationDurchDozentend §ddiGradingScale
22 Form Pararr. B comment_846317

22 Farm Parar. W ga6317

22 Form Param. B aa5171

22 Form Param. B Comment_850885

22 Form Param. B a50884

22 Form Param. B ctinngwebPartManager! ywpBm_GualifikationDurchDozenten1 §Brn_GualifikationDurchDozentend §btn Save
36 CGl Param. B ldanlass

Recorded Value
MWEP DwlLLTEZODUAOTRIMNYPZEY CZy9kF ol CAwSkE hoC Awaihish 4EVGY 4
MWEVWBwWKIKZiEBakyytHe CwlLDxaG 9Agkhy D7 HDwLg 407 +Dwls4sHSDAKRIY
EventoBlue

Anmelden

dfl c8450-c721-4fh7-ab2b-e8dheelf501d

WebTah_heineAnlaesseloz

ennnnnnnn

ctilo_vwehParttdanager! _gwpTreekavigationd _TreeMavigationd_oTreeWie
A EP Dl KM TI3MZY Y1 OASKF gJmD 200AgI DD 2 CYYHAI DD C Hg R UZRR
T BV kM mdzICwildpytHe Cuwl Dya GAAG KbvO THDwike gfWWWDALEruLZDg k0
Ansichtsmodus

AnlagsMummer

Suchen

SE481

MWEP DwlJLLTE 2 MZIZMiQ 4MikPZEY CZg9kF 0l CAwdkF ho CAwBYWAh4 EVGY4d,
MWEVWHALY Ui DARwiHe Cwl Dya GAAG KhyO THDwk e afWWWDALEruLZ D01
1001

Test

1002

1008

Test

1010

Speichern

56481

£ >
Dione AL
These are the parameters __ VIEWSTATE, _ EVENTVALIDATION, node, IDAnlass and IdAnlass.
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ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

In many cases, "dynamically-exchanged session parameters" can be automatically handled. Now go through the potential candidates you have
identified in the Var Finder and click on the & V-icon next to the parameter name:

First Extract @ First Assign [] war Mame Parageter Name
% B Farm Param. @?'IIEWETATE
@, 2 Farm Param. @éUENWALIDATION
@, 8 Farm Param --- B cInnsThemePicker! $ddiTheme

The parameters __ VIEWSTATE and __ EVENTVALIDATION are often used in Windows web server applications. After clicking on the B V-icon you
should see a success message indicating that ZebraTester was able to correctly handle the parameter. The highlighted success message is shown:

¥ PRX: Var Finder - Mozilla Firefox

htbpefi127.0.0, 17990/ dfischer fwebadmininterf ace/DataR ecordyarFinder Popupineblet

i

s P S niff -
wr:;id.-nnliner Var Finder [ show instructions far using the Var Finder.

Ll el

Potential Dynamically-Exchanged Session Parameters - Condensed List of all transmitted HTML Form and CGI Parameters, composed overall recorded URLs:
[] Include File Paths Apply

Ok: Automatic handling for dynamically-exchanged session parameter _ VIBIWSTATE successfully performed. Mo further is action reguired for this parameter.

Display parameter values with min. | 3 | characters wh SCI-HEX range '0%.'F'

First Extract

First Assign

B VIEWSTATE

+4 = & Form Param.

&, 8 Form Param. @_EVENTVALIDATION

&, 8 Form Param. B ctio0FThemePicker! $ddTheme

&, 8 Form Param. vy ctl00EWebPartManager! fgwplLoginl §Login1 $LoginMaskilUserMame

&, 8 Form Param. vy ctl00EWebParManager! fgwplLoginl §Login1 $LoginMaskiPassword

@, & Form Param. @ ctinogwebParthanager! Sowplogind $Logind SLoginMaskiLoginButian

& 12 CGlParam. @ node

& 12 CGlParam. B Tahkey

@, 14 Form Pararm. @ ctioo_webPartManager _gwpTresNavigation] _TreeMavigation1 _oTreeView_ExpandState

@, 14 Form Pararm. @ ctio0_webPartManager! _gwpTreeNavigation] _TreeMavigation _oTreeView_SelectedMode
+12 = 14 Form Param. WIEWSTATE 2 m_VIEWSTATE

&, 14 Form Param. @_EVENTVALIDATION

& 1% Form Param --- @ ctinnfwebPathinde

© 2011 — 2020 Apica All Rights Reserved Page 9 of 43



ZebraTester V5.5

Handling of "Dynamically-Exchanged Session Parameters

Once the __VIEWSTATE and __EVENTVALIDATION parameters have been configured for automatic handling the Var Finder menu will look as
shown below. Please note that it only took you 2 mouse clicks in order to configure dynamic handling of your session parameters!

) PRX: Var Finder - Mozilla Firefox

B=1ES

: http:f{127.0.0.1:7990/dfischer webadmininterface/DataRecordvarFinderPopupiiteblet \'j'_'j_'r
s
E:: Proxy Sniffer H X . . Q M “
H Web Admin Var Finder [ show Instructions far using the Var Finder. Help Search  Werify  Refresh Close
Potential Dynamically-Exchanged Session Parameters - Condensed List of all transmitted HTML Form and CGI Parameters, composed overall recorded URLs:
Display parameter values with min. |3+ characters where min. | 0% ~ | of all characters are in ASCI-HEX range '0'.'F' [ Include File Paths
Ok: Automatic handling for dynamically-exchanged session parameter _ EVENTVALIDATION successfully performed. Mo further is action reguired for this parameter.
m Yar Name Parameter Name Recorded Value
+4 = 1§ Farm Param. YIEVWSTATE 1 W VIEWSTATE MWEPDwUILLTEZODUSOTQINYPZEYCZa9kFgICAWIKFhaC A
+4 =+ & Form Param. 3 EVENTWVALIDATION I EVWBwi ke BakipntHe Cwl DxaGaAqkbyOTHDwLg4a7 +Dy
[/ &2 Form Param. &3 cti00$ThemePicker! §ddITheme EventoBlue
R 8 Form Pararn. - ] clil0§ebParttanager! fowplogin $Loginl $LoginMaskiUserMame
[/ &2 Form Param. & ctinogwebPartManager! $owplLoging $Login1 $LoginMask$Password
<Y 8 Form Param. - B ctiongwiebP artvanager] $gwplogin $Login1 $LoginMask$LoginButton Anmelden
£Y 12 CGl Param. & node dfl c8450-c7 21-4th7-ab2b-e8dbeelfa0ld
<Y 12 Gl Param. - @TabKey YWebTab_MeineAnlaesseDoz
<Y 15 Farm Pararn. ] ctil0_WehParthanager! _gwpTreeMavigationd_TreeMavigation]_oTreeView ExpandState ennnnnnnn
<Y 15 Farm Param. & ctio0_\wehPartManager! _gwpTreeMavigation1_TreeNavigation1_oTreeView_SelectedMode clil0_YwehPartManager! _gwpTreeMNavigation1_TreeMavigati
+12 = 15 Farm Pararm. __WIEWSTATE SWEP Dl IKMTI3MzYy MY OASKF g.JrmD 2 00 AGIDD2OWHAIDL
+12 = 15 Form Param. _ EVEMTWALIDATION IvEVWKgRNm4zICwidtHe CwlLDxa GAAg Kby O THDwi<e gty
R 15 Form Param. &3 cti00D$webPartMode Ansichtsmodus
<Y 14 Form Param. & ctiongvwebP artianager! $SuchregisterdiP1 $oti10 AnlassMummer
<Y 14 Form Param. - B ctiongwebP artanager! $SuchregisterwP1 St 4 Suchen
<Y 18 CGl Param. & DAnlass A6481
+18 = 22 Form Param. VIEVWESTATE 3 __VIEWSTATE SwEP DwlILLTEZMzI2MjQ4MikPZBYCZg9kF gl CAwI KF hoCAm!
+18 = 22 Form Param. 3 _ EVENTWALIDATION MWEWHALYiguiDAKwtHe Cwl DxaGRAg KbvO THDwke gD,
R 22 Form Pararn. == &3 ctlo0FwebPartManager! fgwpBrn_GQualifikationDurchDozenten1 $Brn_GQualifikationDurchDozenten1 §ddIGradingScale 1001
<Y 22 Farm Param. V] Comment_846317 Test
R 22 Farm Param. - B s46317 1002
[/ 22 Farm Param. 245171 1006
<Y 22 Farm Param. - ] Comment_850885 Test
£Y 22 Farm Param. Y 550885 1010
<Y 22 Farm Param. - L] ctl00$ebParttanager! fgwpBrn_QualifikationDurchDozenten1 $B8rm_QualifikationDurchDozenten 1 fhinSave Speichern
£Y 26 Gl Param. @ 1danlass A6481
v
< >
Done Al

Left still remains the handling of the parameters node, IDAnlass and IdAnlass.
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ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

If the following warning message is displayed after clicking on the & V-icon (as shown in the below example for the node parameter):

) PRX: Var Finder - Mozilla Firefox

http: ff127.0.0,1: 7990 dfischer fwebadmininterf ace/Dat aR ecordvarFinderPopupieblet T
-~
fee  Proxy sniff @, Cookies &
roxy Sniffer = . i . & .
: Web Adrmin Var Finder [ showinstructions for using the Var Finder. Help  Search ‘verify Refresh Close

Potential Dynamically-Exchanged Session Parameters - Condensed List of all transmitted HTML Form and CGI Parameters, composed overall recorded URLs:

File Paths

Display para ~ | characters where min. | 0% w | of all characters are in ASCI-HEX range

*** Warning: Automatic handling for dynamically-exchanged session parameter was only partially performed in 3 of 4 cases ***

Autormated assignment to HTTP request parameter node has failed for the following items:
12

First Extract J First Assiyn ! “TaFTaal= Parameter Name Recorded Value
+4 = & FormParam. WIEWWSTATE 1 % _ WIEWSTATE MEPDwULLTEZODUAOTE
+4 =+ & Farm Param. EVEMTVALIDATION 1 B EVENTWALIDATION IEWBwk kZicBgkiytHac:
& & Farm Param. @ ctio0$ThemeRicker! $ddITheme EventoBlue
& 8 Form Param. /] ctiD0fvWwebParManagert fgwplLoginlLogin1$LoginMaskilUserMame
@ & Form Param. @ ctiog@vekPatanager fuwplogind $Login LoginMaskiPassward
& 2 Form Param. @%ebPanManageﬂ$gprDgin1$L0gin1$LDginMask$LnginElutlun Anmelden
+12 12 CiGlParam. node @ rode dff cB450-c721-4bT-ab2b-
@ 12 CiGlParam. @TahKe\; WehTabh_tMeinebnlassseD
& 14 Form Param. ] ctl00_WebParnManager! _gwpTreeMavigation1_TreeMavigation1_oTreeview_ ExpandState Ellalalalylalaly!
& 148 Farm Param. 0 00 _WekhPartManager! _gwpTreeNavigation1_TreeMavigationd _oTreeMiew SelectedMode et _WviehPartanadger! _¢
i C e Do bo e VI T ATE T I T AT B O] L AT kAo aB [

This indicates that the automatic handling of the parameter node partially failed. The text of the error message says that the value of the node
parameter cannot be automatically assigned to the HTTP request of item number 12.

The best approach in such cases is to first get an overview of all URLs in where the value assigned to node occurs. For this purpose you can use
the Search Overall menu which searches a text fragment over the entire recorded web surfing session.

@R, 3 Form Param. @ ctinogwieh  With a mouse click on the blue arrow + in the "First Extract" column, the
12 12 CGlParam. e @ node Search Overall menu is directly invoked with the value of parameter node.
R 12 CGlParam. @ Tabkey
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£2) PRX: Search Overall Visible Items - Mozilla Firefox

e
s . - <&
$°° Loy Sniffer Search Overall Visible Items Nt ci%

Search ASCIl Text: df1c8450-c?21-4fb?-ab2b-eadbce1f5md| Match Case Include LUIRL-Encoded Yalues

Mat Inside: Refarer
[ Cookies

HTTP Request Content
HTTF Response Content

Inside: HTTP Reguest Header
HTTF Response Header

Search

Item 9 GET http:ifadou-www-evento06-b.he.chiBS_TEST/

+ D Found in Response Content  Line 164 Position 713 at.aspxinode=dflcS450-c721-4£fb7-ab2b-eSdbcel £501dsaup ; TabKey=1

tem 12 GET http://adou-www-evento06-b.be.ch/BS_TEST/EVT_Pages/SuchResultat.aspx?node=df1c8450-c721-4fb7-ab2b-eBdhce 1f501d&TabhKey

=+ Found in Reguest Header Line 1 FPaosition 47 at.aspxinode=dflcs450-c721l-4fb7-abib-efdbcel £501dsTabKey=WekT:
4+ Found in Response Cantant Line 24 Pasition 70 at.aspx?node=dflcf450-c721-4fh7-ahfh-eSdboel £501dsanp ; TabHey=1
4+ Found in Response Cantant Line 189 Pasition 841 at.aspx?node=dflcf450-c721-4fh7-ahfh-eSdboel £501dsanp ; TabHey=1

Item 15 POST httpi//adou-www-evento06-b.be.ch/BS_TEST/EVT_Pages/SuchResultat.aspx?node=df1c8450-c721-4h7-ab2b-e8dbce 11501d3&TabK

=+ Found in Reguest Header Line 1 Position 48 at.aspxinode=dflcS450-c7Z1-4fk7-abfb-eSdheel f501daTabKEey=WehT:
*+ Found in Response Content Line 34 Position 70 at.aspxinode=dflc8450-c?Z1-4fh7-abfb-eSdheel fE0ldaanp ; TabHey=1
*+ Found in Response Content Line 1849 Position 841 at.aspxinode=dflc8450-c?Z1-4fh7-abfb-eSdheel fE0ldaanp ; TabHey=1
*+ Found in Response Content Line 405 Position 95 at . aspxinode=dflcE4E0-c7Z1-4fh?-ahfh-e8dheal fE01ldsanp ; TabHey=1
*+ Found in Response Content Line 414 Position 99 Mi_asprinode=dflcS4E0-c7Zl-4fh7-ahih-c8dheal fE0ldsamnpy ;TDAnlas:
+ Found in Response Content Line 414 Fosition 322 ML asprxinode=dflc84E50-c7El-4fh7?-ahfb-eSdboel fE01dsany ; IDAnlas:
+ Found in Response Content Line 414 Fosition 793 en.aspx?node=dfloSdE0-c7Zl-4fh7-abfb-e8dbcel £501deanp ; IDAnlas:

Item 18 GET http://adou-www-evento06-h.be.chBS_TEST/But_Pages/Brn_QualifikationDurchDozenten.aspx?node=df1c8450-c721-4fb7-ab2h-e8dt

=+ Found in Request Header Line 1 Fosition 65 en. aspr?node=dfleof4E0-c7Z1-4fh7-ahifbh-e8dkhcal fE01dsIDANlass=56:
+ Found in Response Content Line 25 Fosition 88 en.aspx?node=dfloSdE0-c7Zl-4fh7-abfb-e8dbcel £501deanp ; IDAnlas:
+ Found in Response Content Line 124 Fosition 1457 en.aspx?node=dfloSdE0-c7Zl-4fh7-abfb-e8dbcel £501deanp ; IDAnlas:
+ Found in Response Content Line 168 Fosition 841 at . aspx?node=dflofSdE0-c7Zl-dfh7-abfb-e8dbcel £501dsany ; TabKay=1

tem 22 P?ﬂp:ﬂaeluu-www-evemul]ﬁ-b.he.chIBS_TESTIE\:(_PagesIBrn_QuaIiﬁkatiunDurchDuzenten.aspx?nude=df 1c8450-c721-4fb7-ab2b-ef

=+ Found | equest Header Line 1 Fosition 66 en. aspxinode=dfleSdE0-c7Zl-4fh7-ahfb-e8dbcael £501dsIDANlass=56:

tem 23 GET http:/fadou-www-evento06-b.be.chiBS_TEST/Ewt_PagesMessagePage.aspx
+ Found in Response Content Line 167 FPosition 703 at . asprinode=dflcE84E0-c7Z1-4fh7-abfb-e8dheoel fE01ldsany ; TabKey=1

tem 26 GET http://adou-www-evento06-b.be.ch/BS_TEST/Bvt_Pages/Brn_QualifikationDurchDozemten.aspx?ldAnlass=564181
+ Found in Response Content Line 168 FPosition 703 at . asprinode=dflcE84E0-c7Z1-4fh7-abfb-e8dheoel fE01ldsany ; TabKey=1

Total 18 Results
< >
Caone |

£ httpiY127.000.1: 7990/ dfischer/webadmininterFace [PopupSearchRecordedDataiweblet 7ackion=searchisearchTextWebadminHasht ablettributeName=varFinderSe: 7 7

kem 9 GET http:iadou-www-evento06-b.be.cl
+ & Found in Fesponse Content Line 164

© 2011 — 2020 Apica All Rights Reserved

Handling of "Dynamically-Exchanged Session Parameters"

In the content of the Search Overall menu
you can see that the value of the parameter
node was received first from the web
application in item number 9 (URL no. 9).
This is represented by the blue arrow to the
left +.

We also see that the parameter value of
node is sent back to the web application in
the items 12, 15, 18, and 22. These
transmissions are represented by the red
arrow to the right-.

Because the error message in the Var Finder
menu indicated that the automatic
assignment did fail for item 12, the value of
the parameter was probably extracted too
late by the automatic algorithm (after, or in
the response of item 12). But the value
needs to be extracted in the response of item
number 9.

By clicking on the URL Details / Var
Handler link you can check in the "Var
Handler" area which definitions have been
automatically created:

Page 12 of 43
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dminHashtableAttributeMame=searchOverallSearchTextId_1296682958625 "

e 4+ & @ & @ ¥

Help Project Search Generate Save

Havigator Overall Load Test Seszion hefresh Close

Var Handler [&] G b €3 32

— EVENTVALIDATION 1 % [loop war] &

+ 4 B HTML Form Parameter: iEWBw I kTIcBr
=+ 8 @ HTIP Reguest Content Parameter

Assign Var

— EVENTVALIDATION_2 & [loop var]
+ 12 @& HTML Form Parameter: wEWkKgkMNmazIC
=+ 15 @ HTTP Reguest Content Pararmeter

— EVENTVALIDATION_3 & [loop var]
+ 18 @& HTML Form Parameter: tEWHAL ViqujDs
-+ 22 @& HTTP Reguest Content Parameter

— node % [loop var]

+ 12 B HTML Formm Action: dfl cB8450-c721-4h7-a
M 15 & HTTF Request UR

=+ 18 @& HTTP RequestURI

=+ 22 @ HTTP Reguest URI

= VIEWSTATE_1 & [loop var]
+ 4 @B HTML Form Parameter vEPDwlUILL TEZC
=+ 8 @ HTTP Reguest Content Parameter

— VIEWSTATE_2 & [loop var]
+ 12 @& HTML Form Parameter: iEPDwlIKMTI 30
=+ 15 @& HTTP Request Content Parameter

— VIEWSTATE_3 ‘& [loop var]

+ 18 @ HTML Form Parameter: fiwEPDwlILL TEZE
-+ 22 @ HTTP Request Content Parameter

Input Files: Acddd Input File...

[none]

llear Inmrt Fiolde: Al It Firled ¥

© 2011 — 2020 Apica All Rights Reserved

Handling of "Dynamically-Exchanged Session Parameters"

As the extraction of the value of the node parameter by the automatic algorithm occurred too
late it has to be manually extracted in item 9. After that the value should also be manually
assigned to the corresponding HTTP(S) request-parameter in item number 12.

As you can see from the screenshot below a number of steps that assign the node variable in
various requests are already present. It is probably more efficient to first delete all of the
automatically generated handlings for node in the Var Handler menu and then reconfigure
everything:

= node & [loopvar]

+ 12 @ HTML Form Action: dff c8450-c721-4fh7-3

+ 15 @& HTTP Reqguest URI

=+ 18 @& HTTP Request LRI

=+ 32 & HTTP Reqguest URI
|"u"ar Handler 2] G O B3 32
Delete Var »
node ?

— EVENTVALIDATION_1 & [laop var
+ 4 & HTML Form Parameter; ivEWBwlIKZ ¢ B
=+ 8 & HTTP Reguest Content Parameter

Page 13 of 43
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ZebraTester V5.5

Then configure the extraction for the value of node from the Search Overall menu - with a click on the "Var Extract" icon & (item 9):

) PRX: Search Overall Visible Items - Mozilla Firefox
ﬁ http:ji127.0.0.1: 7290/ dfischer webadmininterf ace/Popup3earchRecordedbatateblet ? action=search&search TextWebfdminHashtableAttribut et ame=yvarFinderSe: i:'_'f_F
ee s
: . < X
ses D Sniff =i
27 et amin Search Overall Visible ltems e Close
Search ASCI Text: |df1chﬁD-cTﬂ-4fh?-ab2b-e$dbce1f5tl1d | Match Case Include URL-Encoded Yalues
Inside: HTTF Request Header HTTP Request Cantent Mot Inside: Referer
HTTF Respanse Header HTTF Respanse Content [] cookies Search
M& GET httpz/ladou-www-evento06-h.be.ch/BS_TEST/
+ =8 Found in Response Content Line 164 Fasition 713 at_aspxinode=dflc24E0-c7Z21-4fh7-abZbh-efdhcel 501 dsany ; TahKeay=]
tem 12 GET http:iiadou-www-evento06-b.be.ch/BS_TESTEVT_Pages/SuchResultat.aspx?node=df1c8450-c721-4fh7-ab2h-e8dbce 1f501d&TabKey
= Found in Request Header Line 1 Fosition 47 at.aspxinode=dflc24E0-c7El-4fh7-abfb-e2dbhcel £601d4aTabKey=WeabT:
+ Found in Response Content Line 34 Fosition 70 at . aspxinode=dflcB4E0-c7El-4fh7-abfb-efdbhcel £501d4anp ; TabHay=]
+ Found in Response Content Line 1849 FPosition 841 at.aspx?node=dflcB4E0-c7Zl-4fh7-abfbh-efdbhoel £E01d5anp ; TabKeay=1

By clicking on the "Var Extract" icon & the "Var Extractor Wizard" is invoked:

Page 14 of 43
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) PRX: Var Extractor Wizard - Mozilla Firefox

;: http:/{127.0.0.1: 7990/ dfischer fwebadmininterf ace/Popupy arExtractor TextLinePatternywizard? displayIndex=9%arExtractorwizar dRecordedValueld=searchCverallSearchTextld 57
e
+ ‘
) P Sniff H « R
: Wrggidrl:iner Var EXtraCtor leard Help Refresh Close
Item 9: =p GET http:iiadou-www-evento06-b.be.ch/BS_TEST/
4= 200 (OK) "TEXTHTML" (30°501 hytes)
Search and Extract Var. Recorded Value = "df1c8450.c721-4fb7-ab2b-e8dbce17501d"
Search Result: |Line 164: Token No. 13 % | a) Select any Search Result- the first resultis already preselected.
Line | Offset | Unlque Text Fragment h:l Select any Text Fragment near line 164 whose \ralue will not change dunng Ioad text executmn
145 -9 4] ction WebPartManageH_ngTreeNa\rlgatlom TreeNa\flgatlom nTree\-‘leWtD
187 -7 4] display:hlock;
160 -4 4] EVT_Pages/Brn_PersonBearbeitenDoz aspx?node
160 -4 4] ction_vebPartManagerl _owpTreeMavigation1_TreeMavigation1_oTreeviewt!
160 -4 4] Meine Personendaten
164 +0  4=]WehTab_MeinesnlaesseDoz
164 0 4] ctlon_WebPartManager! _gwpTreeMavigation1_Treebavigation1_oTreeviewt2
164 +0 4] Meine Anldsse
168 +4 4] EVT_PagesiMeinStundenplanDoz.aspx?node
168 +4 4] 37R948-31 3b-444a-hdd9-675hc 482926 &amp; Tabkey
168 +4 4] 'WebhTab_LektionenDoz
168 +4 4] ctl0_WehPartManager! _gwpTreeMavigation1_TreeMavigation1_oTreeviewt3
172 +8 4] EvT_Pages/MeinStundenplanDoziGrafisch aspx?node
172 +8 4] ctlon_WebPartManager! _gwpTreeMavigation1_Treebavigation1_oTreeviewtd
172 +8 4] Mein Stundenplan (Grafisch) w
< >
Dione Al

Handling of "Dynamically-Exchanged Session Parameters"

The Var Extractor Wizard first searches
the value of node in the response of item 9
(Recorded Value, displayed in blue
color)

After the parameter value was found by
the wizard the entire data content of the
HTTP response of Item 9 is automatically
divided into "unique text fragments", which
are presented in a list.

The only thing you need to do is to select
one of the "unique text fragments"”. The
selected text fragment will later be used as
a "relative anchor" or as a "search pattern”
to determine a line-offset to the
parameter’s value that needs to be
extracted.

You can basically select any text fragment.
However, you should consider the
following two conditions:

1. The selected text fragment should
preferably be located close to the
extracted value. In the column "Offset"
you see how close a text fragment is. You
should select a text fragment which has
only a small negative or positive "offset "

2. The selected text fragment should
be "stable" during the load test
execution (static text). The text fragment
itself should not represent a value of
another "dynamically-exchanged session
parameter".

For example, it would be wrong to select the text fragment "37894ff8-313b-444a-bdd9-675bc4e82926&amp; TabKey". Instead it is correct to select

the text fragment "WebTab_MeineAnlaesseDoz" (as shown in this example).

© 2011 — 2020 Apica All Rights Reserved

Page 15 of 43



ZebraTester V5.5

¥ PRX: Var Extractor Wizard - Mozilla Firefox

£ http:/f127.0.0.1: 7990/ dfischerwebadminintsrface{PopupvarExtractor TextLineP atkern'Wizar d?displayIndex=%8warExtractorWizardR ecorded¥alueld=searchOverallSearchTex 5 7

oe
:00 Proxy Sniffer H ‘ “ %

SRR AR Var Extractor Wizard Help  Refresh Close

ftem 9: = GET http:/fadou-www-evento06-b.be.chiBS_TEST/
4= 200 (OK) "TEXTHTML" (30'501 bytes)

Search and Extract Var. Recorded Value = "df 1cB450-c721-4fb7-ab2b-e8dbce 1150 1d"

Search Result: | Line 164: Token Mo, 13 % | a) Select any Search Result- the firstresultis already preselected.

Line | Offset | Unique Text Fragment h) Select an\,r TE}{T Fragmentnear line 164 whose \ralue WI|| not change durlng Inad TE}{T e}{ecutlnn
=3 A LUOO_TYEUT JriTdTTdye iy | = | = ¥ =

165 -0 =] cti00_wWehPartWananert gprreeNawgannm TreeNawganom oTree\-fleth

1587 -7 4] displayhlock;

160 -4 +] EVT_PagesiBrn_PersonBearbeitenDoz. aspx?node

160 -4 +] ctl0_WehPartManager! _gwpTreeMavigation]_TreeMavigation1 _oTreeviewt]
160 -4 4] Meine Personendaten

164 +0 +]¥ebTab_MeineAnlaesseDoz

164 +0 4] cti00_WWehPartanager _gwpTreeMavigation1_TreeMavigation1_oTreeviewt2
164 0 4] Meine Anlasse

168 +4 4] EVT_PagesiMeinStundenplanDoz.aspr?node

168 +4 4] 37394f8-313h-444a-hdd9-67 ShcdeB2926&amp; TahKey

168 +4 ] ¥ebTab_LektionenDoz

168 +4 4] ct00_WWehParManager _gwpTreeMavigation1_TreeMavigation1_oTreeviewt3

172 +8 4] EVT_PagesiMeinStundenplanDozGrafisch.aspetnode

172 +8 +] ction_wwebParthananer! _gwpTreeMavigation1_TreeMavigation1 _oTreeviewtd

172 +8 4] Mein Stundenplan (Grafisch) e

< B >

0Ok: Successful Cross-Check for Extracting the Recorded Value.
The Real Value will be extracted during the load test execution for each simulated web session.

c) Map to Var Name: |vMode

[ Assign Var automatically to all HTTP requests which contain HTWL form parameters or GGl parameters with the same recorded value.
Try URL-encoding

Assigh Var automatically to all HTTP reguests which contain the recorded value (full binary replacement overall requests).

Extract Var

Done Ll

Handling of "Dynamically-Exchanged Session Parameters"

After you have selected the text fragment
the Var Extractor Wizard displays a
success message. You then have to
enter a name for the variable in which
the value of node will be extracted to.

You should use a unigue and meaningful
name for the variable. The definition of the
new variable is then automatically created
by the wizard.

At the bottom of the window you’ll see two
checkboxes. Their default values should
be left unchanged as a rule. This means
that the extracted value is automatically
assigned to all relevant HTTP requests.

Atfter clicking on the "Extract Var" button the corresponding variable definitions will be created by the wizard and shown in the "URL Details / Var

Handler" menu.

© 2011 — 2020 Apica All Rights Reserved
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HIR 3R CIRScEUSMIEm Y MO 2\ WSUP YRR XhOcm FidFZhciZ0b2EbING . JjaFBhdH ﬁ“?

5

X Q@ &8 @

Help

Project Sean: Generate Sawe
Mawigator Owerall Load Test Session

Refrezh Close

-
Lo
=
=
=]
w
w
=

i) | e T wel

Extract Var

= VIEWSTATE_1 % [loop var
+ 4 @& HTML Form Parameter: iEPDwILLTEZC
=+ 3 R HTTIP Request Content Pararmeter

— VIEWSTATE_2 % [loopvat]
+ 12 R HTML Form Pararmeter: wEP DU KMTIZN
=+ 15 @& HTTF Reguest Content Parameter

— VIEWSTATE_3 % [loopvar]
+ 18 A HTML Form Parametar: iEPDweILL TEZT
=+ 22 & HTTF Request Content Pararneter

= wNode & [loop var]

+ 9 & Textline Pattern: dfl c8450-c721-4b7-ab;
-+ 12 & HTTP ReguestFile Pattern

@ HTTP Reguest File Patterm

@, HTTF Request Header Field Pattern

@, HTTF Request File Pattarn

&, HTTP Request Header Figld Pattern

@, HTTP Request File Pattern

@, HTTF Request Header Field Pattern

@, HTTF Request Header Field Pattern

+
o

+
=

+ 4+ 4+ 44
(i (SR [ el ot
153 03 B e [ao |

Al Input File...

[none]

[ acd Input Field .. |

[none]

[ acd Plugan.. |

.Y
|

e

[

N
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Handling of "Dynamically-Exchanged Session Parameters"

The manual configuration of the "dynamically-exchanged session parameter" node is

now complete.

Only the handling of the parameters IDAnlass and IdAnlass needs to be configured.

Call the Var Finder menu again or click on the Refresh Icon at the top right corner of the Var

Finder window.
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) PRX: Var Finder - Mozilla Firefox

£ httpef127.0.0.1:7990/dfischer webadmininterface/DataRecordvarFinderPopupieblst

Handling of "Dynamically-Exchanged Session Parameters"

EIBX

ok

B by o . I Q cokes ¢
H web Adrmin Var Finder [0 show instructions for using the Var Finder. Help  Search  ‘erify  Refresh Close
P 1] ically-Excl 1S Par: ters - Cond 1 List of all transmitted HTML Form and CGl Parameters, composed overall recorded URLs:
Display parametervalues with min. | 3+ | characters where min. | 0% w | ofall characters are in ASCI-HEX range '0°.'F'  [] Include File Paths
m First Assign [ war Mame Parameter Name Recorded Value
+4 =+ 3§ Form Param. YIEWSTATE 1 B _ WIEWSTATE IWEP DwlULLTEZODUSOTQIN]Y
+4 =+ 3§ Form Param. EVEMNTYALIDATION 1 & _ EVENTVALIDATION IwEWBwWIIKZ cBakiytHe Cwl Dy
R 2 Form Param. @ cti00$ThemePicker $ddiTherme EventoBlue
& 8 Form Pararm. B ctioogwiebPartManager Sowplogind SLogint $LoginMaskiUserNarme
& 8 Form Pararm. B ctiongwiebPartManager! SowpLogind $Logint $LoginMaskiPassword
&, 8 Form Param. B ctinogwebPartManager! $owpLogin $Login1 $LoginMaskELoginButton Anmelden
+3 12 CGlParam. wiode B node df1 c8450-c721-4fh7-ah2b-e8dh
& 12 CGlParam. rQETat:lKey WebTab_MeineAnlaesseDoz
& 18 Form Param. m clio0_WebParttanager! _gwpTreeNavigation1_TreeMavigation1_oTreeView_ExpandState ennnnnnnn
& 18 Form Param. m clio0_WebPartthanager! _gwpTreeMNavigation1_TreeMavigation1_oTreeView_SelectedMode cll00_WebPartManager! _gwpT
12 = 15 Form Param. WIEWSTATE 2 W _ wvIEwWSTATE I EP DLW TI3MZY N OAGDKE
€12 = 15 Form Param. EVEMNTYALIDATION 2 @ _ EVENTWALIDATION IwEWKgKNmM4zI CwikiytHe Cwl L
& 158 Form Pararm. B cio0$webPartMode Ansichtsmodus
@, 158 Form Pararm. B ctiongwiebPartManager! §SuchregisteryyP 1 St 0 Anlasshlummer
& 158 Form Pararm. B c1o0$webPatManager! §SuchregisterP1 $ctl11 Suchen
& 18 CGl Param. W Danlass 6481
€18 - 22 Form Param. YIEWSTATE 3 B _ WIEWSTATE IwEP DwlILLTE2MzI 2N Q4 MjkP 2
€18 - 22 Form Param. EVEMNTYALIDATION 3 @ _ EVENTWALIDATION IwEVWHALYjquiDAKyytHe CwlLDx
&, 22 Form Pararm. @ ctiongwiehPartManager! owpBrn_GualifikationDurchDozentent $Brm_GualifikationDurchDozenten fddiGradingScale 1001
& 22 Form Param. m Caomment_846317 Test
& 22 Form Param. W g46317 1002
& 22 Form Param. B a45171 1006
& 22 Form Param. m Comment_850885 Test
& 22 Form Param. @ a50385 1010
& 22 Form Pararm. B ctiongwiebPartManager SowpBrn_QualifikationDurchDozentent $Brm_GualifikationDurchDozenten htnS ave Speicherm
& 26 CGlParam. W idanlass 6481
< ¥
Done L

-

© 2011 —-2020 Apica
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As you can see in this
example, the parameter
IDAnlass has the same
value as IdAnlass
(56481). The only reason
why the parameter is
shown twice is that the
developers of the web
application have used two
different parameter
names for the same thing.

One possibility would be
to extract the value of this
parameter by hand - as
shown before — by using
the Var Extractor Wizard.
This would also assign
the value of the parameter
to all relevant URLs in
one step.

To minimize effort you can
first try automatic variable
handling for both
parameters. On success
two new variables should
be defined (IDAnlass and
IdAnlass).
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This screenshot shows that the automatic handling of IDAnlass was successful:

£ PRX: Var Finder - Mozilla Firefox

Handling of "Dynamically-Exchanged Session Parameters"

E: httpeff127.0.0. 1: 7990 dfischer fwebadmininter facefDat aR ecordy arFinderPopuphieblet L
oe ) B
E“ Broxy Sniffer Var Finder [ show nstructions for using the Var Find SE%C“ CSED”T:S Rgs“ Close
- web Admin gine VarFinder.
Potential Dynamically-Exchanged Session Parameters - Condensed List of all transmitted HTML Form and CGI Parameters, composed overall recorded URLs:
Display parameter values with min. |3+ | characters where min. | 0%  » | ofall characters are in ASCIFHER range '0°'F' [ ] Include File Paths
Ok: Automatic handling for dynamicallyv-exchanged session parameter IDAnlass successfully performed. Mo further is action required for this parameter.
First Assign ] warMame Parameter Mame Recorded Value
+4 =+ & Form Param. YIEWWETATE 1 ) _ WIEWSTATE MEPDwlLLTEZODUAOT
+4 =+ & Form Param. EVENTYALIDATION 1 @ _ EVENTWALIDATION BB IR cBgkinytHet
& & Form Param. & ctl00$ThemePicker! $ddiTherme EventoBlue
& 8 Farm Param. & ctioo§webParttanager! fawplogin $Login SLoginMaskiUseriame
& 8 Forrm Param. 0 ctioo$webPartManager Sowplogin SLogint $LoginMaskiPassword
£ & Form Param. @ ctioogwiebPartManager! $uwplogind $Logind SLoginMaskELoginButton Anrmelden
+3 12 CGlParam. wilode % node dfl cB4a0-c721-4fb7-ah2t
@ 12 CGlParam. @TahKey WebhTab_MeineAnlaesse
@ 15 Farm Param. [y] clil0_WebParthManager! _gwpTreeMNavigation1_TreeMNavigation1 _oTreeView_ExpandState ennnnnnnn
& 1% Farm Param. B ctinn_WebPartManager! _gwpTreeNavigation1_TreeMavigation1_oTreeView SelectedMode ctio0_\WwebParhanageri _
12 = 145 Form Param. VIEWSTATE 2 W_VIEWSTATE Tt E P DR T 3Rt 21
12 =+ 14 Form Param. EVEMNTWALIDATION EXEVENTVALIDATION T BV A B 421 CekdynitHD
£ 15 Form Param. oy 0fwebParttode Ansichtsmodus
£ 14 Form Param. B ctlo0$webPartManager! $SuchregistervP1 $cti1 0 AnlassMHurnmer
@ 14 Form Param. B ctinn§iwebPartManagert $3uchregistert®P 1 $oti11 Suchen
+15 = 18 CGlIParam. IDARlasS & \DAnlass 56481
+18 = 22 Form Param. YWIEWSTATE 3 B WVIEWSTATE Sy EP Dl JLLTE 2 Mzl 211
+18 - 227 Form Param. EVEMTYALIDATION 3 @ EVENTVALIDATION IEVHALY oL DAKyytHEC
@ 22 Form Param. 0 cto0$webPartManager $owpBri_QualifikationDurchDozentan1 $Brm_QualifikationDurchDozenten $ddiGradingSeale 1001
& 22 Farm Param. @ Comment_846317 Test
£ 22 Form Param. @ 246317 1002
@ 22 Farm Param. 0 545171 1006
@ 22 Farm Param. [y] Comment_850885 Test
& 22 Farm Param. B z508385 1010
& 22 Form Param. T cto0$webPartanager SowpBri_GualifikationDurchDozentant §Brm_GualifikationDurchDozenten ShtnSave Speichern
15 26 CGlParam. IDAnlass 0 |danlass SE481
W
< >
one " 'y
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Similarly the automatic handling of IdAnlass succeeded:

£} PRX: Var, Finder, - Mozilla Firefox

=1Ed

;: http: ff127.0.0.1: 7990/ dfischer fiwebadmininter facefDat aRecordarFinderPopupiveblet T
see ) s
E“ Broxy, qniffer Var Finder [ show Instructions for using the Var Find Search CSEDT?ES Rxs“ Cloze
H web Adrmin g the VarFinder.
Potential Dynamically-Exchanged Session Parameters - Condensed List of all transmitted HTML Form and CGI Parameters, composed overall recorded URLs:
Display parameter values with min. | 3+ | characters where min. | 0% « | ofall characters are in ASCI-HEX range '0°.F' [ Include File Paths
0
First Assign Yar Mame Parameter Name Recorded Value
+4 =+ & Form Param. VIEWSTATE 1 @_VIEWSTATE IwEFDwlLLTEZODUSOT
+4 =+ & Form Param. EVEMTWALIDATION 1 @_EVENT\IALIDATION T EVY Bk I kZ e By KantH et
@ 8 Form Param. @ ctio0gThemericker! $ddiTherne EventoBlue
@ 8 Form Param. @ ctioogwebPartManager! Sowplogind $Login1 fLoginMask§UserName
@ 2 Form Param. @ ctinogvwebPartManager! $uwplogind $Login1 $LoginMask§Password
@, 8 Form Param. @ ctinogvwebPartManager! $gwplogind $Login1 $LoginMaskELoginButton Anmelden
3 12 CGlParam. yiode B node dft c8450-c721-4fh7Y-ab2t
@ 12 GGl Param. |E‘.iTabKE\,r WebTab_MeineAnlaesse
@ 15 Form Param. /] ctil0_wWebParManager! _gwpTreeMNavigation1 _TreeMNavigation1 _oTreeview_ExpandState Ennnnnnnn
@ 15 Form Param. B ction_vwebPartManager! _gwpTreeNavigation1_TreeMavigation1_oTreeview_SelectedNode ctind_WebParhanageri_
12 = 15 Form Param. VIEWSTATE 2 m_VIEWSTATE T EP DT I3 1
12 -+ 15 Form Param. EVEMNTWALIDATION 2 @_EVENT\IALIDATION T BV RN 4 21 CekdtHo
& 14 Farm Pararm. [ ctinogwebPartMode Ansichtsmodus
@ 15 Form Param. [ ctioogvwebPartManager $SuchregisterP 1 et 0 Anlasshummer
@ 15 Form Param. @ ctioogvwebPartManager! $Suchregiste P 1 $cti11 Suchen
15 = 18 CGlParam. IDARlass @ Danlass 56481
18 = 22 Form Param. YIEWWSTATE 3 B _ wIEWSTATE SEP Dl JLL TE 2 Mzl 2Mj G
18 = 22 Form Param. EVENTYALIDATION 3 @ EVENTWALIDATION HBEWHAL Y quiDAKyviHed
@ 22 Form Param. B ctiongvwebPartManager! $owpBm_QualifikationDurchDozenten1 $Bm_GualifikationDurchDozentend §ddiGradingScale 1001
@ 22 Form Param. /] Comment_846317 Test
@ 22 Form Param. 0 246317 1002
& 22 Form Param. B 45171 1006
X, 22 Form Pararm. [ Cornment_850885 Test
@& 22 Form Param. @ z50835 1010
@ 22 Form Param. \g ctilOFwebPaManager! fowpBra_GualifikationDurchDozenten1 $Brm_tualifikationDurchDozenten §btnSave Speichern
23 -+ 26 CGlParam. IdAnlass Idanlass 6481
w
< >
.Done Alby
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ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

The Var Handler Definitions look now like this:

\far Handler Bs Tb B 52 Review of the result: By clicking on the parameter value in Var Handler menu the Search
.| Overall menu is opened. In there you can check that all the extractions/assignments for IDAnlass
— EVENTVALIDATION_1 & [loop var] and IdAnlass are correct:

+ 4 B HTML Form Parameter; wEWBwEIKZ B¢
=+ 8 @ HTTP Renuest Content Parameter

¥) PRX: Search Overall Visible Items - Mozilla Firefox

£ http:jf127.0.0.1:7990(dFisch badmininterfaceP SearchRecordedDataweblet?action= h&ssearchTextWebAdminHashtableatt §_7
..1 — EUEHWAL'DAT'OH_Z {R [||:I|:IFI var] f i /dfischer fwebadmininterface/FopupSearchR ecordedDataweblet?action=searchisear chTextwebadminHasht able,
[ ) ey
..o + 12 & HTML Form Parameter: pwEVokNm4zIC 3oe proxy Sniffer Search Overall Visible ltems C§;
o =+ 15 % HTTP Request Content Parameter *
°
°
4 — EVENTVALIDATION 3 '&, [|I:II:IFI ".-'EII’] Search ASCIl Text: 56481| Match Case Include URL-Encoded Yalues
+ 18 & HTML Form Parameter: wEVWHALYoujCA Inside: HTTF Request Header HTTP Request Content Mot Ingide: Refarar
-+ E & HTTF Request Content Pararneter HTTP Response Header HTTP Response Caontent [] Cookies @
u u — IDAnlass & [loop var ltem 15 POST http:/atou-www-evento06-b.be.chBS_TESTEVT_Pages/SuchResultat.aspx?node=df1c8450-c721-4fb7-ah2h
+ 15 Q HTML H'E.I'FIEI’”FIHZ SE45 « B Foundin Response Content Line 414 Fosition 149 amp; IDAnlass=56481"~<ing sro=".
o « & Found in Response Content  Line 414 Paosition 372 amp;IDAnlass=56481"> G 64005 BZ
=+ 18 HTTP Request URI = =
-+ E 2 HTTFE R g tUR « B Found in Response Content Line 414 Fosition 843 awp;IDAnlass=56481"=Qualifizier
s BLUES
" ltem 18 GET http://adou-www-evento06-b.be.ch/BS_TEST/Bvt_Pages/Brn_QualifikationDurchDozenten.aspx?node=df 1c845(
‘_ ldAnlass .;;{ [|IIIIIIFI 'I.I'EII’] = Found in Reguest Header Line 1 Fosition 111 01dsIDAnlass=56421
- S + Found in Response Content Line 25 Fosition 138 amp ; IDAnlass=564581" id="aspnetF
E Q HTML H'}.l'FIEI’lIr'IH. M + Found in Response Content Line 124 Fosition 207 amp; IDAnlass=564816anp ; Print=tr
=+ 26 R HTTF Request URI « Found in Response Content Line 342 Fosition 214 spx?Tdanlass=564218amp ; Modus=Fa
L 4 . .
QA EWS ltem 22 POST http:/iadou-www-evento06-b.be.ch BS_TEST/Evt_Pages/Brn_QualifikationDurchDozenten.aspx?node=df1c84:
v TATE—1 Q [|I:II:IFI Var] =+ Found in Reguest Header Line 1 FPosition 112 01daIDAnlass=56481
o, 1 &, HTML Form Parameter: swEP Dl ILLTEZC
4 -+ 0 {&, HTTP REIJLIES'[ Content Parameter Item 23 GET hitp://adou-www-evento06-b.be.chBS_TEST/Evt_PagesMessagePage.aspx
- + Found in Response Cantent Line 294 Pasition 172 spx?Idinlass=5E481"zur chk</ar<
L4 ‘— VIEWSTATE_2 & [loop var] Item 26 GET http:/jadou-www-evento06-b.be.chBS_TEST/Evt_Pages/Brn_QualifikationDurchDozenten.aspx?ldAnlass=5648
12 Q HTML Farm Parameter: swEPDwel I EMTIZN =+ Found in Reguest Header Line 1 Fosition 69 spx?ldinlass=56481
e + Found in Response Content Line 25 Fosition 92 spx?Idinlass=56421" id="aspnetF
=+ 15 HTTP Request Content Parameter
- Q 4 + Found in Response Content Line 124 Fosition 161 spu?ldinlass=56481l5anp ; Print=tr
+ Found in Response Content Line 342 Fosition 214 spr?ldanlass=E642]lsanp ;Modus=Ta

— VIEWSTATE_3 & [loop var] Total 13 Result
al SUIS

+ 18 @ HTML Form Parameter; wEPDwIILL TEZ® v

=+ 22 @ HTTP Renuest Content Parameter ;m :

= viNode % [loop var

+ 9 & Textline Pattern; dfl c8450-c721-4fh7-ab: All' looks good in this example; the definitions for the assignment of both variables have been

=+ 12 & HTTP RequestFile Pattern ~|| created (item 18, 22 and 26). The Search Overall menu does not show any additional red arrows
£ b4 pointing right=, which are not covered by a corresponding definition in the Var Handler.
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ZebraTester V5.5 Handling of "Dynamically-Exchanged Session Parameters"

After this step the configuration of all "dynamically-exchanged session parameters" is complete. The parameters _ VIEWSTATE,
__EVENTVALIDATION, IDAnlass and IdAnlass were handled automatically, but the parameter node had to be manually configured.

We then strongly suggest to perform a functional test by performing a
trial run of the load test with only one simulated user that executes
only one loop.

2} PRX: Execute Load Test - Mozilla Firefox

:*: http:ff127.0.0,1: 7990/ dfischer fwebadmininter face/PopupDirectoryMavigator StartLoad TestWeblet Pselect DirBe 4=

:..
4+ Proxy Sniffer
*

Wb Admin Project Navigator - Execute Load Test The functional check should successfully complete, i.e. without any
Execute Load Test Job: BS_TEST_BKT_Noteneingabe errors.
Load Test Input Parameter [&] save as template EIS_TEST_EIKT_Nuteneih(E_';ahB.xml | You are now ready to perform aload test Simulating a Iarger number
Execute Test fram [Host: Local Exec Agent v | of users.

Number of Concurrent Users

Load Test Duration min

Max. Loops per User

Startup Delay per User 200 ~ | Milliseconds

s, Metwark Bandwidth per Llser unlimited s [ Downlink | unlimited s Uplink
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ZebraTester V5.5

Handling of "Dynamically-Exchanged Session Parameters

3 Other Ways to Extract and Assign Variables - Structured Data Access

The Var Extractor Wizard shown in the previous example extracts the variables using a text-token-based algorithm. This algorithm is technology-
independent and works for all data that is NOT received in a raw binary format.
Apart from the text-token based extractor ZebraTester also supports the following extractor patterns

* Left and Right Boundary Based Variable Extractor

ZBA: URL Details / Var Handler

@ 127.0.0.1:7990/dfischer/webadmininterface/htdocs/dataRecordDetails.htmli?displaylndex=34

#., ZebraTester URL Details / Var Handler

=+ Qa4 & @ R

Help Na\lujg?ict:[or gsi?ﬁrﬂ LGcleart‘:Ia'll%tth Sasslun Refrash Close
Recorded Data  Analyse Record/Replay \ B
Item | 34 4| on Page | 2 % |: nextpage mp GET http:/icidemo.apicasystem.com/AllTickets.aspx E
EesBH 4= 200 (OK) "TEXT/HTML" (6'258 bytes) |
)
)
HTTP Request Header @@ (& + ._af @ = % H Do i
1| GET & /Al BTkt o pocd EXTRRG T _ + Extract Var Using Left and Right Boundaries *
2 | Host: cldemo.apicasystem.com .g
3 | User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.14 = Left Boundary <option valus="
4 | Accept: text/himi,application/xhtmi-+xml,application/xml;qg= 1 | RightBoundary [ ]
5 | Accept-Language: en-US, en;q=0.5 i Tl
& | Accept-Encoding: gzip, deflate Occurrence Gy fxedito] 1
[ T - ey variable {§| VWIEWSTATE =0
Occurrence All -
Random Extraction
HTTP Response Header & & G [& « HTTP Response Content + Forms Extract (1 Form) Save Length o
1[HTTP/1.1 200 OK & Form [0]) ™" Save OffSet 0
2 | Server: Microsoft-11S/7.5 POST AllTickets_aspx
3 | Vary: Accept-Encoding HIDDEN |&  EVENTTARGET= Test Extract
4 | X-AspNet-Version: 4.0.30319 HIDDEN|&  EVENTARGUMENT= Recorded Value: [none]
5 | Cache-Control: private HIDDEN | & _ VIEWSTATE=NCSYCS0iC0o1ZKQ7vdjSTrwsHTA
6 | Content-Type: text/himl; charset=utf-8 HIDDEMN i‘ __VIEWSTATEENCRYPTED= Hint: This Var Extractor extract a text based on the left and right boundaries
T b E e i ——— inside the HTTP response header/content. I
Example:
HTTP Response Content + 6258 Bytes HTML = - - W R l search I we have to extract user name from several lines :
User name
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http:fiwww.w3.org/TR/xhtmI1/DTD/xhtml 1-strict.dtd™> John Watson
Email:

IS B W -

<html xmins="http://www.w3.org/1999/xhtml” xml:lang="en">
<head><title>
All tickets

=ftitle=<meta htip-equiv="X-UA-Compatible” content="IE=8" /><link href="5tyles/stylesheet.css" rel="stylesheet” type="text/css

<script src="../Scripts/GoogleAnalytics.js" type="text/javascript"></script>
</head>

HTTP Response Content + Unique Hyperlinks Extract

|U1| & nWebResource. am:l"d‘SchMWJhCSHF'RDGYMZBQBlBVc]nGU cMopWB?wIBUI‘:aRSONUaUPEVSNBOQESyOdB2yncMJIGpp q

|U2| b hitp:/fecz2-204-236-223-80.compute-1.amazonaws.com/apica/7page=home

[HTTP Response Content +_Verification Algorithm: [Test String) = "oplion value="FC Intemazionale Miano™ |

Extract Var

Extract Parametars:
Left Boundary: User name:

Right Boundary:

Result:
Recorded Value: John Watson

t1 t1

t 1

team_1 & [loop var]
34 & [ Regexp Based Pattern: AC Milan

team_10 & [leop var]
34 & [ Regexp Based Pattern: FC Basel 1823

team_11 & [loop var]
34 R [& Regexp Based Pattern: FC Bayern Munchen

)
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* RegExp Based Variable Extractor

L JoN J ZBA: URL Details / Var Handler
@ 127.0.0.1:7990/dfischer/webadmininterface/htdocs/dataRecordDetails.htmi?displayindex=34
. AN = ]
/. ZebraTester URL Details / Var Handler F.;*j;t Sfj;;h Gaﬂta S@ @ X
Help Mavigator Overall Load Test Sassion efresh Clase
Recorded Data  Analyse Record/Replay N~
Item | 34 % onPage | 2 ¢ :nextpage = GET http:/cldemo.apicasystem.com/AllTickets.aspx
Be>B 4= 200 (OK) "TEXT/HTML" (6258 bytes)

HTTP Request Header @ @ [ + ._.apicasystem.com:80 &1 |

]

1|GET® fmmckgb.aspx AT/ - 4 Extract Var Using Regular Expression L
2 | Host: cldemo.apicasystem.com g
3 | User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14 = RegExp String | <option value="{.*)"> |
4 | Accept: text/html.application/xhtmi+xml application/xml;q= E" Capturing Group 1
5 | Accept-Language: en-US.en;q=0.5 2 —
6 | Accept-Encoding: gzip, deflate Occurrence O fixedlo |4
7 | Bafamne = ————————— variable {§| VWIEWSTATE L
Occurrence All N
Random Extraction [
HTTP Response Header & & @[ « HTTP Response Content + Forms Extract (1 Form) H Save Length 0
1|HTTP/1.1 200 OK & Form [0]] ™ Save OffSet 0
2 | Server: Microsoft-11S/7.5 POST |AllTickets.aspx
3 | Vary: Accept-Encoding HIDDEN | & __EVENTTARGET= Test Extract
4 | X-AspMet-Version: 4.0.30319 HIDDEM | & EVENTARGUMENT= Recorded Value: [none]
5 | Cache-Control: private HIDDEN | & _ VIEWSTATE=NCsYcSoiCo1ZKQ7vdjSTrwsHTE
6 | Content-Type: text/html; charset=utf-8 HIDDEN | &b __VIEWSTATEENCRYPTED= Hint: This Var Extractor extract a text based on the configured regular expression
e e Rl e e e s e —_—— inside the HTTP response header/content.
Example:
HTTP Response Content + 6'258 Bytes HTML & & G l search I We need to extract "634998513832503642" from the below source
Jul02blsGd3z)1gdPwil2bvkOvDRakKy JFde5tCats pDEy08SNab 1hPE|5GTs4)64
1| <IDOCTYPE html PUBLIC "//W3CHDTD XHTML 1.0 Strict/EN" "http:iwww.w3.org/TR/xhtmI1/DTD/xhtml 1-strict.dtd™> =
2 | <html xmins="http:/fwww.w3.org/1999/xhtml” xmil:lang="en"> = Buclracl Paramaiars:
3 | <head=><title> o RegExp String: [ [A-Z0-9a-zV+]+==|{[0-!
4|  Alltickets | Resur:
5 | <ftitle><meta http-equiv="X-UA-Compatible” content="IE=8" /><link href="Styles/stylesheet.css" rel="stylesheet” type="text/css  |}J Recorded Value: A34998513832503642
[ <script sre="../Scripts/GoogleAnalytics.js” type="textjavascript"></script> w
7

</head>
T — team_1 & [loop var]
+ 34 % [ Regexp Based Pattern: AC Milan

HTTP Response Content ¢ Unique HyperlinksExtract ]
U1| &b /WebResource.axd 7d=SwCcMW.JbCSHPROGYyMZBQBIBVcjinGUcMopWETvIBUItBR50NUB0PEVSNBOQE3yO4B2yncMJIGpp_g
U2( @ nttp://ec2-204-236-223-80.compute-1.amazonaws.com/apica/7page=home

— team_10 & [loop var]
+ 34 9 [ Regexp Based Pattern: FC Basel 1893

— team_11 X [loop var]
+ 34 % Regexp Based Pattern: FC Bayern Munchen

— team_12 X [loop var]

| HTTP Response Content ¢ _Verification Algorithm: [Test String] = "option value="FC Intemazionale Miano™ |
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« JsonPath Based Variable Extractor

Handling of "Dynamically-Exchanged Session Parameters"

® 127.0.0.1:7990/dfischer/webadmininterface/htdocs/dataRecordDetails.html?displaylindex=2&varHandlerContextEncoded=%26action%3DextractVarMenu%26varExtractorType%3D2...

/. ZebraTester

URL Details / Var Handler

T ¢+ & @@ ®x

Project Search Generate Save
Help Navigator Overall Load Test Session Hefresh Close

Recorded Data  Analyse Record/Replay

ltem 2 4 onPage 14 :StartPage

=) GET https://snippets.cdn.mozilla.net/us-west/bundles-pregen/Firefox/release/en-us/default.json
S 4= 200 (OK) "APPLICATION/JSON" (14'306 bytes)

HTTP Request Header @@ [ 4 ...cdn.mozilla.net:443 @

GET @ Jus-west/bundles-pregen/Firefox/release/en-us/def

Host: snippets.cdn.mozilla.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:

Accept: **

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br

~Nlojlo(~|lw|N| —

Connection: Keep-Alive

HTTP Response Header & & (2 ¢

HTTP/1.1 200 OK &

Content-Type: application/json

Content-Length: 14806

Connection: keep-alive

Date: Mon, 02 Dec 2019 21:58:37 GMT

Last-Modified: Mon, 02 Dec 2019 13:34:44 GMT

I~N[o|loa| A~ |w N —

x-amz-expiration: expiry-date="Sat, 01 Feb 2020 00:00:00 G

B [IITH

+ Extract Var Using JSONPath Expressions [i] 4

JSONPath Expression  §.messages[0].template_version
Occurrence 1
Random Extraction

Test Extract

Recorded Value:
"1.0.0"

Map to Var Name:

~ Assign var automatically to all HTTP requests
which contain form or CGI parameters with
the same recorded value
Try URL-encoding

~ Assign Var automatically to all HTTP requests which contain the same
text pattern (full binary replacement of recorded value overall requests)

© 2011 —-2020 Apica

All Rights Reserved

HTTP Response Content 14806 Bytes JSON @ @ @ QM @ G P seercn | Extract
| 1 |{"messages‘:[("tempIate":"euy_snippet",‘template_versiun":'1.D.0","mnteni":{“donation_form_urI":"hitps:.'J‘dnnate.mozilla.org}?utm_s = [no variables defined]
>
b
:
F{ | [none]
w

Add Input Field...
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« XPath Based Variable Extractor

@ 127.0.0.1:7990/dfischer/webadmininterface/htdocs/dataRecordDetails.html?displaylndex=18
/. ZebraTester URL Details / Var Handler

Handling of "Dynamically-Exchanged Session Parameters"

Project Search
Help Naviéator Overall

o 8 ¥ X

Generate _Save
Load Test Session efresh Close

Recorded Data Analyse Record/Replay

9 4= 200 (OK) "APPLICATION/XML" (178 bytes)

Iltem 18 3| on Page | 1 % : Start Page =) GET http://iwww-db.deis.unibo.it/courses/TW/DOCS/w3schools/xml/guestbook.asp.xml

HTTP Request Header @ @ (& # ...db.deis.unibo.it:80 &
GET @ /courses/TW/DOCS/w3schools/xml/guestbook.asp
Host: www-db.deis.unibo.it

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

N~ (W[N] =

HTTP Response Header DD DEZ e

Assign Var

Var Handler (1]
4 Extract Var Using XPath Expression
XPath Expression  //fname

Occurrence 1

Random Extraction

Test Extract

Recorded Value:
"Terje"

BHDOXR

Map to Var Name:
1|HTTP/1.1 200 OK &
2 | Date: Mon, 02 Dec 2019 22:38:26 GMT
3 | Server: Apache/2.4.10 (Debian) Assign var automatically to all HTTP requests
4 | Last-Modified: Wed, 11 May 2016 10:19:04 GMT which contain form or CGI parameters with
5| ETag: "165-5328e5efdf600-gzip" the same recorded value
g: 9zip Try URL-encoding
6 | Accept-Ranges: bytes
7 | Vary: Accept-Encoding Assign Var automatically to all HTTP requests which contain the same
—— = - text pattern (full binary replacement of recorded value overall requests)
HTTP Response Content + 178 Bytes XML & & @ GEHL & b =i . I search il Extract

| 1 | <?xml version="1.0' encoding="UTF-8'?><guestbook><guest><fname>Terje</fname><Ilname>Beck</Iname></guest><guest><fnami

© 2011 — 2020 Apica All Rights Reserved

Extract Var

[no variables defined]

Input Files:
[none]

Add Input File...

User Input Fields:

InAnal

Add Input Field...
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4 New Var Assign pattern

Handling of "Dynamically-Exchanged Session Parameters"

From 5.5-X version, ZebraTester allows you to assign variables using the pattern {$Var Name}, if this pattern is used, all assignment in the request
(URI, headers and Content) will be replaced by {$Var Name} pattern, like below screenshots

Step 1: Extract a variable using the regex and assign using the {$Var Name} pattern

(@ 127.0.0.1:7990/dfischer/webadmininterface/htdocs/dataRecordDetails.html?displayindex=49

I > o @ o™ & @ R
/. ZebraTester URL Details / Var Handler et Sanon Onen sme M %
Mavigator Overall Load Test Session  Session As
Recorded Data  Analyse Record/Replay
Item | 49 ;| on Page IEH Booking =p GET https:i/cidemo.apicasystem.com/AllTickets.aspx
EesB 4= 200 (OK) "TEXT/HTML" (6’283 bytes)
HTTP Request Header @ @ (& - ._apicasystem.com:443 @ |
1|GeET® J'Mlﬂckgts.aspx HTTP/1.1 = + Extract Var Using Regular Expression +
2 | Host: cldemo.apicasystem.com D
3 | User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.1£ z RegExp String <option value="(_*)">
- iy i i i ry= =)
4 | Accept: text/hitml application/xhtmi+xml,application/xml;g= = Capturing Group 1
5 | Accept-Language: en-US en;g=0.5 2 —
6 [ Accept-Encoding: gzip, deflate, br Occurrence @ fxediols
L TV —— T variable {$| LC &}
Occurrence All o
Random Extraction [~
HTTP Response Header & & & (Z « ~ | |HTTP Response Content + Forms Extract (1 Form) | Save Length o
HTTP/1.1 200 OK & Form [0]) ™" Save OffSet o

Server: Microsoft-11S/7.5

POST JAllTickets.aspx

Vary: Accept-Encoding

HIDDEN |& _ EVENTTARGET=

X-AspNet-Version: 4.0.30319

HIDDEN |&  EVENTARGUMENT=

Cache-Control: private

HIDDEN |&  VIEWSTATE=mAGES9F0QL25260QrJiTaj6txk

| DO RO -

Content-Type: text/html; charset=uti-8

HIDDEN |& _ VIEWSTATEGENERATOR=AE3B0422

e i e e e e i

HTTP Response Content + 6283 Bytes HTML -

l search m

<IDOCTYPE html PUBLIC "-//W3C/DTD XHTML 1.0 Strict/EN
<html xmilns="http://www.w3.org/1998/xhtml” xml:lang="en">
<head=><title>

All tickets

ER - R

</head>

<ftitle=<meta http-equiv="X-UA-Compatible” content="1E=8" /=<link href="5tyles/stylesheet.css" rel="stylesheet” type="text/css
<script sre=". /Scripts/GoogleAnalytics.js” type="text/javascript"></script>

" "hitp:/fwww.ow3.org/ TRIxhtmi1/DTD/xhtml 1-strict.dtd™>

=
=)
=
-
=]
]
[
=
E
L

HTTP Response Content _Unique Hyperlinks Extract |

U1| & /WWebResource.axd?d=SwCcMWJbC5HPROGYMZBQBBVcinGUcMopWBTivIBUitBRSONUBDPEVSNBOQE3y04B2yncMJIGPp g

uz| & http:/iec2-204-236-223-80.compute-1.amazonaws.com/apica/?page=home

[HTTP Response Content + _Verification Algorithm: [Test String] = “option value="FC Intermazionale Milano™ "]
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Test Extract

Recorded Value:
"Bursaspor”

Map to Var Name:
Team | Assign with {$Var Name} pattern

] Assign Var automatically to all HTTP requests which contain the
same text pattern (full binary replacement of recorded value overall
requests)

] Assign var automatically to all HTTP reqguests which contain form or
CGI parameters with the same recorded value
Try URL-encoding

Extract

— LC [global var]
+ [loop counter]

Add Input File...

[mone]

Add Input Field...

[mone]
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Handling of "Dynamically-Exchanged Session Parameters"

Step 2: The part of request will be replaced by the {$Var Name} where variable is assigned

@ 127.0.0.1:7990/dfischer/webadmininterface/htdocs/dataRecordDetails.htmi?displaylndex=55

/.. ZebraTester

URL Details / Var Handler

e 4+ & g o=

Hel Project Search Generate Save
P Mevigator Cwerall Load Test Session

& X

Sesﬁggﬁ.a Refresh Close

[Recorded Data’ Analyse Record/Replay

A

EerH

Item | 55 4| onPage | 2 4|: Booking = POST https:/icidemo.apicasystem.com/AllTickets.aspx?team={$Team}&test={$Team}
4= 200 (OK) "TEXT/PLAIN" (5146 bytes)

POST @ @ /AlTickets.aspx?team={$ Team}&test={$Te
Host: cldemo.apicasystem.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.1£
Accept: /"

Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate, br

W Do mnmbed WA WAL LT e sk

=0 L I I S

HTTP Request Header @ @ [Z - ...apicasystem.com:443 @ |

HTTP Request Content@ & & »

@ VIEWSTATEGENERATOR=AE3B0422

@ VIEWSTATEENCRYPTED=
@ PREVIOUSPAGE=ZLRSYJNGG 26z3wT_GJVe5VIUhNC

@ ctl00$MainContent§ TeamNamesDropDownList={$Team}
@ ASYNCPOST=true
@ ctioo§MainContentsCheckGamesButton=Check FSames

/

HTTP/1.1 200 OK &

Server: Microsoft-11S/7.5

Vary: Accept-Encoding
X-AspNet-\ersion: 4.0.30319
Cache-Control: private

Content-Type: text/plain; charset=utf-8

[T S

dln|on| | k| =

HTTP Response Header @ @ @@+ |

1 1|#||4|3l)|updatePaneI|updSh6ppingCart|
0 tickets

<div=>

D=l &WM

witractr rlace="nrhn">

Assign Var

— LC [global var]
- [loop counter]

Team & [loop var]

+ 49 9 [Z Regexp Based Pattern: Bursaspor
-+ 55 ® HTTP Request Content Pattern

+ 55 & HTTP Reqguest File Pattern

-+ 57 & HTTP Request Content Pattarn

Add Input File...

2
=3
B

Add Input Field...

[none]

Add Inline Script...

[none]

l search ]]

|1781|updatePanel|MainContent_UpdatePanel1|

<table class="gridarea” cellspacing="0" cellpadding="0" align="Center" rules="all" border="1" id="MainContent_GamesGridVi
<tr style="color:#FFFFCC;background-color:#990000;font-weight:bold;™>
<th scope="col">Check availability</th><th scope="col">Home team</th><th scope="col">Away team</th><th scope="c:

[ HTTP Response Content +

© 2011 —-2020 Apica

All Rights Reserved

Extract Var

Add WebSocket Plugin... JJj

[none]

Add Plug-in...

- & #1: SupportModularScripts
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Also, you can directly go to the request and assign a variable like below screen shot

@ 127.0.0.1:7990/dfischer/webadmininterface/htdocs/dataRecordDetails.htmi?displaylndex=57

/.. ZebraTester

URL Details / Var Handler

o

Help

Handling of "Dynamically-Exchanged Session Parameters"

Search Genasrate Save
Owverall Load Test Session

Project Save Refresh Close

Mavigator Session As

Recorded Data Analyse Record/Replay

P

Ee> B

Item | 57 ¢| onPage | 2% :Booking = POST https:iicidemo.apicasystem.com/AllTickets.aspx
4= 200 (OK) "TEXT/PLAIN" (6'220 bytes)

i

HTTP Request Header @ @ (% - ..apicasystem.com:443 & |

HTTP Request Content® =) &) [& -+

[ voanenlE] [Nalolalel-]El

© 2011 —-2020 Apica
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1] POST @ /AllTickets.aspx HTTP/1.1 [ 1 [ {"team""Bursaspor’} |
2 | Haost: cldemn anicasvstemn com =
3 @0ce ZBA: Edit HTTP Request Content
_; @® 127.0.0.1:7990/dfischer/webadmininterface/DataRecordEditHttpRequestContentP...
= | ]
— /.. ZebraTester Item 57: Edit HTTP Request Content
1
— [rteam™"{Steam}"y |
SAVE

_GamesGridVi

=<th scope="o

Assign Yar

Extract Var

+

+ 4+t 1

LC [global var]
[loop counter]

team_1 % [loop var]

@ & Regexp Based Pattern: Bursaspor
& HTTP Request Content Pattern

R HTTP Request File Pattern

viewstate_1 & [loop var]
14 % [2 Boundary Based Pattern: \WEPDWUKLTE3MTc0ODKT N

viewstate_2 X [loop var]
43 A [ Boundary Based Pattern: mAGBS9FoQL 25z600rJiTajbt
55 @& HTTP Request Content Pattern (binary)

viewstate_3 & [loop var]

60 A [ Boundary Based Pattern: \wEPDwUKLTg3MDU2Mzc1M;

viewstate_4 X [loop var]
67 % [@ Boundary Based Pattern: eEvZ]TMGFdyLB3wPnQye7Rh
& HTTP Reguest Content Pattern (binary)

viewstate 5 A& [loop var]

70 %A [ Boundary Based Pattern: CCDDGaSTAaKm1rnzulyD3a

72 & HTTP Reqguest Content Pattern (binary)

viewstate_6 & [loop var]

2 Boundary Based Pattern: 8mA3R+1R2+9ng8xwulAp3mt
HTTP Request Content Pattern (binary)

72 K|
@

viewstate 7 % [loop var]
74 % [ Boundary Basad Pattern: Z1VeC8WNnFgnNPFEYIXOUp/

viewstategen_1 % [loop var]
14 X [& Boundary Based Pattern: CAOB0334

viewstategen_2 % [loop var]
49 9, [@ Boundarv Based Pattern: AE3B0422
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5 Variables Rule Configuration

Handling of "Dynamically-Exchanged Session Parameters"

From 5.5-X version, ZebraTester allows you to configure rules which can be applied on recordings to create Vars, Var Extractors and Var Assigners

automatically based on those rules. Configure Var Rules option can be found in Personal Settings page as shown below.

#.. ZebraTester Personal Settings - Proxy Recorder | GUI Settings | Alert Notifications | Replay Settings 5.0 o vos0 225541 \}.T," P

Settings s

> e X

| | Connect to Next / Cascaded Proxy [3] (Proxy Recorder)

MNext Proxy HTTP Cache disabled

MNext Proxy HTTPS Hest 192.168.0.174 4
Next Proxy HTTPS Port 7997 @
~4

Export

Next Proxy HTTP Host 192.168.0.174 Ewa; Browser
Next Proxy HTTP Port 7997 = \;@

| HTTPS Client Certificate Authentication - PKCS#11 Device [i] (Proxy Recorder) |
OS-Specific Library ' pkes1iwrapper.dil

Device-Specific Library *
PIN SlotNo. © 3% Apply

' Enter a “simple” file name without path and copy both device driver files manually to
. i urce/55X/ZebraTesterPreCore

1 )

NTLM Authentication [i] (Proxy Recorder)

Web Server Host Names (Full DNS Names) Additional IP Addresses and Allases
¥ sestdewbOldev.apica.local 192.168.50.91 Modify

Next Proxy Auth Username * =" Protocol NTLM v2 & Domain apica.local
Next Proxy Auth Password * pTREL S g Username i
No Next Proxy for Host/Domain Apply CyberArk Command/API URL' D:\Program Files (x86)Cyberark W SLIPassw | Apply
T Basic i for Next/ C dad Proxy T Only needed in case Cyber-Ark's Enterprise Fassword Vaull (EPV) is used o securely manage the password
|Aplca BNet Speclal Settings (Proxy Recorder) GUI Settings (5]
Record Falled Transmit Requests true Time Zone * ECT: (GMT +1:00} Berlin, Bern, Paris, Madrid, Rom, Wien §
— Format ' 123'456.00 £
| el ooy L Project gator Path * /i sree urce/55X/ZebraTester/PraCo Apply
Max. Time per C Smin % Apply ' Only temporarily applied until program terminaticn - see halp to change these values permanently
 Enter empty/blank value into the input fisld to apply default path
HTTPS Settings (5] (Proxy Recorder)
| ol J Alert Notifications [5] | Coniigure Alerts | ~ |
S5L Version All ¢ HTTPS Response Timeout Smin % 7
SSL Session Cache enabled SSL Session Cache Timeout | 10 min Proxy Auto Config (PAC) 5] (Proxy U |
Allow Legacy Renegotiation Support Elliptic Curves Fa URL of PAC file file:/Users/sresjith. sreenivasan/: roe/Apic: Apply
SNI enabled SNI critical ] Z
Enhanced Compatibliity Mode Debug Handshakes | Varlables Rule Configuration [&] Configure Var Rules |
Retry SSL Handshake TLS Session Tickets Apply
Replay Settings [3]
HTTPS Client Gertificate Authentication - PKCS#12 Files [i] (Proxy Recorder) Number of Loops 3 ry Character Encoding UTF-8 s
File Choose file | Nofile chosen Password Load File Strip Referor Header Field Strip Accept Header Field to */*
[ no certificates ]
Options
HTTPS Client Certificate Authentication - DER or PEM encoded Flles (3] (Proxy Recorder,
( ) User Agent Options
File Choose file | No file chosen Load File Use Browser
No. Active File Browser type BlackBerry &
1% ¥ —  pkesSpem Browser Language English 4
) Use Custom *
[&] (Proxy .l
Browser Cache Options
Username sreejith.s Password el Apply U S
o {1-2.840.113564.1.2.2) < [RuLiss(LacalTET} Check for newer versions of stored pages everytime

Cache URLs with HTML Content
Simulate a new user each loop

© 2011 —-2020 Apica
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Handling of "Dynamically-Exchanged Session Parameters"

If you click on Configure Var Rules option, Variables Rule Configuration page will be opened where you can add a new rule, modify or delete an
existing rule and enable or disable an existing rule.

Variables Rule Configuration

% R
Add New Rule
Rule Name Extract from Response Content %
Variable Prefix Rule Type Boundary Based Rule 3

Boundary Based Rule details
Left Boundary
Right Boundary
Occurrence
Random Extraction
Save Length

Save OffSet

o o] =

Assign Var automatically to all HTTP requests which contain the same text pattern {full binary replacement of recorded value over all requests)
| Assign var automatically to all HTTP requests which contain form or CGI parameters with the same recorded value

Try URL-encoding
| Assign with {$Var Name} pattern

List of Rules B
Rule Name mPrIIIx Extract From Rule Type Status
5.1 Add Rule

You can add a Boundary based rule or Regex Based Rule.

Rule Name: The name of the rule to be added. The rule name should be unique for each rule.

Variable Prefix: The prefix to be used while creating automatic variables based on this rule. The Variable Prefix should be unique.

© 2011 — 2020 Apica All Rights Reserved
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Handling of "Dynamically-Exchanged Session Parameters"

e Extract from: Where to extract the variables from. There are two options - Response Header and Response Content.
If Response Header is selected, the var extractors will be created from response headers.
If Response Content is selected, the var extractors will be created from response content.
Variables Rule Configuration % R
Add New Rule
Rule Name Extract from
Variable Prefix Rule Type Respon;e Header
Boundary Based Rule details
[ )

Rule Type: The type of the rule to be added. There are two options - Boundary Based Rule and Regex Based Rule.

Variables Rule Configuration

g M

Add New Rule

Rule Name Extract from Response Content &

Variable Prefix Rule Type

Regex Based Rule
Boundary Based Rule details
Left Boundary
e Boundary Based Rule details: These details will be used to extract a text based on the left and right boundaries inside the HTTP response

header/content.
Variables Rule Configuration % R
Add New Rule
Rule Name Rule1 Extract from Response Content §
Variable Prefix Auto Rule Type Boundary Based Rule §
Boundary Based Rule details
Left Boundary id="__ VIEWSTATE" value="
Right Boundary
Occurrence 1
Random Extraction
Save Length 0
Save OffSet 0

Assign Var automatically to all HTTP requests which contain the same text pattern (full binary replacement of recorded value over all requests)

Assign var automatically to all HTTP requests which contain form or CGI parameters with the same recorded value
Try URL-encoding

Assign with {$Var Name} pattern

Add Rule Cancel

Regex Based Rule details: These details will be used to extract a text based on the configured regular expression inside the HTTP response
header/content.

© 2011 — 2020 Apica All Rights Reserved
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Variables Rule Configuration

% %
Add New Rule
Rule Name Rule2 Extract from Response Content 4
Variable Prefix |Auto Rule Type Regex Based Rule =

Regex Based Rule details

RegExp String <option value="(*)">
Capturing Group 1

Occurrence 1

Random Extraction

Save Length ]

Save OffSet o

Assign Var automatically to all HTTP requests which contain the same text pattern (full binary replacement of recorded value over all requests)
Assign var automatically to all HTTP requests which contain form or CGI parameters with the same recorded value
Try URL-enceding
Assign with {$Var Name} pattern

Add Rule Cancel

Assign Var Options: Allows to configure how the automatically created vars will be assigned. There are two options —

o Assign Var automatically to all HTTP requests which contain the same text pattern (full binary replacement of recorded value over all
requests).

Assign var automatically to all HTTP requests which contain form or CGI parameters with the same recorded value. You can also try to
match URL encoded text.

o Assign with {$Var Name} pattern.

If the Assign with {$Var Name} pattern option is checked, all assignment in the request (URI, headers and Content) will be replaced by {$Var
Name} pattern.

Assign Var automatically to all HTTP requests which contain the same text pattern (full binary replacement of recorded value over all requesis)

Assign var automatically to all HTTP reguests which contain form or CGI parameters with the same recorded value
Try URL-encoding
Assign with {$Var Name} pattern

© 2011 — 2020 Apica All Rights Reserved
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Handling of "Dynamically-Exchanged Session Parameters"

Once you click on the Add Rule button, the new rule will be listed in the List of Rules section. By default, the newly added rule will be enabled.

Variables Rule Configuration

e

%

Add New Rule

Rule Name Extract from Response Content 3
Variable Prefix Rule Type Boundary Based Rule
Boundary Based Rule details

Left Boundary

Right Boundary
Occurrence 1
Random Extraction

Save Length o
Save OffSet o

o Assign Var automatically to all HTTP reguesis which contain the same text pattern (full binary replacement of recorded value over all requesis)
~| Assign var automatically to all HTTP requests which contain form or CGI parameters with the same recorded value

Try URL-encoding
| Assign with {$Viar Name} pattern

Add Rule Cancel
Listof Rues B
Rule Name Variable Prefix Extract From Rule Type Status
- = Rule1 AutoVarBoundary Response Content Boundary Based Rule .
- P4 Rule2 AutoVarRegex Response Content Regex Based Rule .

© 2011 — 2020 Apica All Rights Reserved
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5.2 Modify Rule

Click on the Modify icon & in List of Rules section to modify the rule details. Note

Handling of "Dynamically-Exchanged Session Parameters"

: Rule Type cannot be modified.

Variables Rule Configuration

% %

Modify Rule
Rule Name Rule1 Extract from Response Content 5
Variable Prefix AutoVarBoundary Rule Type

Boundary Based Rule details

Left Boundary id="__ VIEWSTATE" value="
Right Boundary

Qccurrence 1

Random Extraction

Save Length o

Save OffSet o

| Assign Var automatically to all HTTP requests which contain the same text pattern (full binary replacement of recorded value over all requests)
Assign var automatically to all HTTP requests which contain form or CGI parameters with the same recorded value

Try URL-encoding
| Assign with {$Var Name} pattern

Modify Rule Cancel Back

Rule Name Variable Prefix Extract From Rule Type
- @ Rule1 AutoVarBoundary Response Content Boundary Based Rule
- -4 Rule2 AutoVarRegex Response Content Regex Based Rule

Status
o
o

Lis ot Rutes B

5.3 Delete Rule

You can delete an existing rule by clicking on the Delete icon = in List of Rules section.

5.4 Enable/Disable Rule

You can click on the enable button to enable a rule and disable button to disable a rule. Only the enabled rules will be applied on the recording to

create automatic vars.

© 2011 — 2020 Apica All Rights Reserved
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Variables Rule Configuration © ®
Add New Rule

Rule Name Extract from Response Content 4

Variable Prefix Rule Type Boundary Based Rule 4

Boundary Based Rule details

Left Boundary

Right Boundary
Occurrence 1
Random Extraction

Save Length o
Save OffSet o

| Assign Var automatically to all HTTP reguests which contain the same text pattern (full binary replacement of recorded value over all requests)
| Assign var automatically to all HTTP requests which contain form or CGI parameters with the same recorded value

Try URL-encoding
| Assign with {$Var Name} pattern

Disable
Add Rule Cancel
List of Rules 3
Rule Name Variable Prefix Extract From Rule Type Status
- =4 Rule1 AutoVarBoundary Response Content Boundary Based Rule .
- 2z Rule2 AutoVarRegex Response Content Regex Based Rule _-—._——_-____' »
Enable

5.5 Apply Var Rules

Click on the Apply Var Rules button in Main Menu page once the recording of a session is completed to apply the enabled rules on that recording. It
will automatically create Var extractors from Response header/content and Var assigners to Request header/content based on the enabled rules after
recording.

Note: All existing Variables automatically created from rules previously and related Var extractors, Var assigners, URL loops, Inner loops, Data
points and Users think time in the recorded session will be deleted if any rule is enabled.

/.. ZebraTester ~ Main Menu = e @ ¥ @ @ b @
Web Admin V5.5-X Getiing Smried  Help o Toos  Scamnar Senings  Nawibator —Jobe~  Load Test Tesl Results Drepiay
AR Recorded ltems: 59 Q F B > 2‘ m <«
3 [dsec. 235% [ nsert B iaaamee, Recording State: STOPPED  geaieh fesorier SSIRT  moeteaihg Recoraing Recoraing Resoraing

No CSS, JS (Only HTML and JSON) No Cached Data (304) NoErrors  Hosts: cldemo.apicasystem.com
x 0 [0] User's think time: 0% Max. acceptable response time: —
Item Test E Offset Position Content Size Time HTTP Request ¢ HTTP Response
x 1 MS 0O0sec [ ] 3638 bytes 206 ms [T GET nitps:/icidemo.apicasystem.com/ + 200 (OK) TEXT/HTML
x 2 (21S Odlsee [ ] 1996 bytes 1010 ms [ GeT comiSty css € 200 (OK) TEXT/CSS
% 3 (1S 0aveec [ ] 423bytes  RiEme [0 mcy " ; Anclutice o = 200 (OK) ADDI ICATIONIY. 1AL
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All automatically created Variables, Var extractors and Var Assigners can be found in URL Details/Var Handler page.

4., ZebraTester URL Details / Var Handler

< %

Project
Help Navigator

S
o]

com/

play
ltem 1 |5 onPage 1 [ :StartPage = GET hitp
>

4= 200 (OK) "TEXT/HTML" (3'638 bytes)

HTTP Request Header @ @ [ + com:443 @
GET &1 /HTTPA.1

Host: cldemo.apicasystem.com

User-Agent: i 0
Accept: text/html,
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br

; Intel Mac OS X 10.14;

nl;g=0

o o afwln] =

HTTP Response Header & & (2 « ]

HTTP Response Content + Forms Extract (1 Form)

HTTP/1.1 200 OK &

[Form (o] ™~

Server: Microsoft-1IS/7.5
Vary: Accept-Encoding
X-AspNet-Version: 4.0.30319

POST |/
HIDDEN| & __EVENTTARGET=

HIDDEN| & __ EVENTARGUMENT=

Cache-Control: no-cache

HIDDEN| @ VIEWSTATE=AWEPDWUKLTE3MTcOODK1Ng9k

oo alw/o =

Content-Type: text/html; charset=utf-8

HIDDEN| @ _ VIEWSTATEGENERATOR=CA0B0334

=
s
=
E
7]
]
<

+ Var Extract Details: +
Item: 1

Var Name: AutoVarBoundary_1

Extract from: Boundary Based Pattern

Left Boundary: <input type="hidden" name="__ VIEWSTATE" id="_
Right Boundary: "

Occurrence: 1

Random Extraction: false

QccurrenceAll: false

Save Length: o

Save Offset:

Rec. Value: wEPDwUKLTE3MTcOODk1Ng9kFgJmD2QWAgIC

¥ Delete Extract

— AutoVarBoundary_1 R ([loop var]
«1 & @ Boundary Based Pattern: wEPDWUKLTE3MTcOODK1N¢

- y_2 & [loop var]

3
2 | <html xmins="http://www.w3.0rg/1999/xhtml" xml:lang="en">
3 | <head><title>

4 Home Page
5
T
8

</head>

HTTP Response Content  3638BytesHTML 3 B @ 3 & & & pisplay | =[] searen |

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict/EN" "http:/www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd">

<ftitie><meta http-equiv="X-UA-Compatible" content="IE=8" /><link href=" flesheet.css” rel="sty " type="text/css
<script sre="../Scripts/GoogleAnalytics.js" type="text/javascript"></script>

HTTP Response Content + Unique Hyperlinks

[U1]® WebResource.axd?d=SwCeMWJbCSHPROGYMZBQBIBVcinGUcMopWa7tvIBUItBRS0NUSOPEVSNBOQE3y04B2yncMJIGpp_q

\UZ\ D http:/fec2-204-236-223-80.compute-1 .amazonaws.com/apica/?page=home

|H1'I‘Pﬂupcnucm¢- Verification Algorithm:

Extract Var

+ 37 X [@ Boundary Based Pattern: /jnlyRm2EC/CP94MTDWEXZy+
+ 42 X HTTP Request Content Parameter

— AutoVarBoundary_3 R ([loop var]
+ 47 & @ Boundary Based Pattern: GxmT1dvp1EB/5jgCeab98mN
=+ 50 @& HTTP Request Content Parameter

— AutoVarBoundary_4 & [loop var]
+ 50 R (@ Boundary Based Pattern: G38b+WOMZLx8L5MOYyevavl
+52 @ HTTP Request Content Parameter

= AutoVarBoundary_5 ® [loop var]
+ 52 R (@ Boundary Based Pattern: cVFvh1VhvTLcPOd3mD7i6B0
+ 54 & HTTP Request Content Parameter

— AutoVarBoundary_6 & [loop var]
+ 54 R [ Boundary Based Pattern: wEPDwULLTE10TMxMDgyM
+57 & HTTP Request Content Parameter

© 2011 —-2020 Apica
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The Var Finder in ZT only displays the values of data contained in CGI parameters and in transmitted HTML forms.

You can also extract variables from other parts of the HTTP(S) responses by using the structured data access functions. Structured data access is
supported for:

e HTTP host names, HTTP(S) TCP/IP ports, and transfer protocols ("HTTP" or "HTTPS")
e HTTP Request Paths

e HTTP CGI Parameters

e HTTP Redirects

e HTTP Header Fields

e HTML Form Data (inclusive "hidden" form fields)
e HTML Hyperlinks

e JSON Data

e XML and SOAP Data

e WebDAYV Protocol Data

o Google Protobuf Data

The corresponding functions for extracting and assigning dynamically-exchanged values are accessible via the URL Details / Var Handler menu.
Depending on the data format, the following icons are shown in URL Details / Var Handler menu:

& for HTTP and HTML Data, and for the WebDAV Protocol Data
EJFL for XML and SOAP Data
EE for JSON Data

for Google Protobuf Data
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Example: structured data access to XML data:

) PRX: URL Details / Var Handler - Mozilla Firefox (=1E3
£ http:ff127.0.0.1: 7990 dfischer fwebadmininterf acefhtdacs/dataRecordDetails. htmlrdisplayIndex=2 1':_'?
M o
E:: Proxy Sniffer = + E% ﬁ @ a x
$  web Admin URL Details / Var Handler Hep  Lmed geEmh Gemerme Save  pufrech Chss

ltem on Page : Start Page s POST hittp: /0

4 prey 4= 200 (OK) "TEXT/XML" (2070 bytes)

|HTTP Request Header @ @ (# + win2002-2:8080 @1 | |HTTP Request Content @ ©@FL &) + pownload
|1_|posrﬁ - = 1 | =%xml version="1.0" encoding="UTF-2"?= ) — userlD [global var

. . 2 | =soapEnvelope xmins:soap="httprschemasxmisoa— |kl
[2 [Host localhost@oon i d | ¢ loop counten
[3 [ content Type: texthum, charsetutt8 4 | =tns:updatelser xmins:tns="http: "= = +1 R XMLReqguest Data
|T| Cantent-Length: 2721 L3 5 =ths reguests a =+ 2 @ ML RequestData

g =<
|?| S0APAtion: " updateuserUpdatel)ser_6_0" v b <tn5_u_jewcn_aReque$t> ) I
— 2, T I =tnsdrvicePrint=versinn=1&amb om fona=mnzillai = - -
< | 5| | 5
[none]

|HTTP Response Header & + SR

[ 1 [HTTP/.1 200 OK® | ncd input Field... |

|_2| Server: Apache-Coyotes 1
|_3| Content-Type: texthml charset=utt-8 (none]
|_4| Transfer-Encoding: chunked

[ & [Date: Sun, 05 Dec 2010 23:48:32 GMT

[none]

‘HTTP Response Content + 2°070 Bytes XML & &3

i

I[ search ]I

=?xml wersion=".0" encoding="ut-28"?==g0apenv.Envelope xmins:soapem="hitp.lischemas xmlsoap.orgfsoapienvelopel=
=ins1:reasonDescription==ns1;statusCode=200=/ns1 statusCode==/ns1 statusHeader==ns1.deviceManagementRespc

act Var

Even in this case the process of defining value extractions is straightforward. The extracted values are then assigned to all relevant HTTP/S requests
of the web surfing session. Further information about structured data access is provided in the ZebraTester User's Guide.
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6 Appendix A: Inner Working of the Text-Token-Based Algorithm (Var Extractor Wizard)

The text-token-based algorithm which is used in the Var Extractor Wizard works as follows:

1.

2.

First, the content of the URL response is automatically divided into lines (separated by <CR> and/or <LF> characters).

The value that has to be extracted will be searched automatically in the lines. The line numbers which contain the value to be extracted are
memorized and used for further calculations.

All lines of the content are then automatically divided into text in fragments (called tokens). The separator characters, which stand between the
tokens, are automatically determined (so-called token-delimiter characters).

All text fragments which occur only once in the URL response are displayed in the GUI. This is the list of the "unique text fragments" from
which a text fragment can be selected in the GUI by a mouse click. Note that text fragments that contain the value to be extracted are not
shown in the list. Furthermore, text fragments which are a subset of any other text fragment are also not shown in the list.

The selected text fragment is now used as an "anchor" to extract the value. A positive or negative line offset is calculated between the anchor
and the value to be extracted.

Within the line which contains the value to be extracted, the token number of the value to be extracted is calculated.

All information which is required to extract the value during the load test execution is now available:
a. The Text fragment of the anchor.
b. The line offset between anchor and the value to be extracted (this can be a negative value, or zero, or a positive value)
c. The token-delimiter characters which are applied in the line of the value to be extracted
d. The token number of the value to be extracted

Finally, an automatic cross-check is made which simulates the runtime behavior to verify that the information used to extract the value is
correct. The result of the cross-check is displayed in the GUI.

The name of the variable in which the extracted value will be stored can now be entered in the GUI. Additionally, you can also choose
whether the extracted value (or rather its variable) should be automatically assigned to all relevant HTTP/S requests in the web-surfing
session.

10. With a simple mouse-click on the "Extract Var" button the corresponding definition is now generated.
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Note: in the Var Handler menu you can view the "internal configuration data" of the variable extract definition which was generated by the Var
Extractor Wizard. This can be done by clicking at the corresponding magnifying glass icon %:

|

— VIEWSTATE_1 X [loop var]
+ 4 & HTML Form Parameter: P-NEF'DWULLTEZC
=+ 5 & HTTP Request Content Parameter

— VIEWSTATE_2 & [loop varl :
+ 12 HTML Form Parameter: wEP DrlIIKMTI . .

+15 iHTI'F' Request Cont Line offset between anchor and the value to be extracted: located line = 0
— VIEWSTATE_3 &
+ 13 & HTMLForm
+ 22 & HTTP :RequestCDn
— viode R [loop var]
+ 9 & TextLine Pattern: dfl g
=+ 12 & HTTP RequestFile P4
=+ 15 & HTTP RequestFile P4
=+ 15 & HTTP RequestHeaddf Field Pattern
+ 18 & HTTF Reguest File Pgtern

+ 18 & HTTP Reguest Headdf Field Pattern
=+ 22 & HTTF ReguestFile PN
= 22 @ HTTP Request Header Field Pattern
=+ 23 @ HTTP Request Header Field Pattern

Celete Extract

Token number of the value to be extracted
Additional information — not part of the definition

— EVENTVALIDATION_3 & [loop var]
+ 18 R HTML Form Parameter: avEVHAL ViguijDA

'- =+ 22 @ HTTF Request Content Pararmeter

[nanel — VIEWSTATE_1 & [loop var]
+ 4 R HTML Form Parameter, swEPDwlJLL TEZC
=+ 2 @ HTTP Request Content Parameter

[ o]
— VIEWSTATE_2 & [loop var]

[none] + 12 @& HTML Form Parameter: iwEPDwURKMTI 3
=+ 15 @& HTTP Request Content Parameter

| AddPlug-n.. |
— VIEWSTATE_3 & [loop var]
— + 18 @& HTML Form Pararmeter: .fWEF'DWULLTEZP
[none] w |
— - 2 2 OUTTD Damne t ™ Aantant DAaramae trr —
<l ¥ £l >
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Example: content of line 166 of a URL response:

<td><div style="width:10px;height:1lpx"></div></td><td><img
src="/BS TEST/WebResource. axd°d—OXszHqV7Zernchygn45SlSr ’ B "L 7cQhmvobXR8UlyGec5h 5GyTaF49K

onmouseover-"TreeV1ew_HoverNode(cthO_WebPartManag~ Data, this)"
onmouseout="TreeView UnhoverNode (this)"><a class-"ctlu ; tManagerl gprreeNav1gat1. 1 TreeNav@gationl oTreeView O
navigation-inhalt ctl00 WebPartManagr‘ h i
href="EVT Pages/SuchResultat.aspx?no mp,TabK =

id="ctl00 WebPartManagerl gwpTreeNav o ees [cavmasropeman - e ¥le="bord
Anlé&dsse</a></td>

Note: During the execution of a load test ZebraTester does not search for line 166. Instead the line that contains the anchor is searched again at
runtime. After that a relative line jump is made to the line which contains the value (line offset). This means that the algorithm works correctly even if
the anchor is found at runtime in a different line than where it was when recording the web surfing session. However the extraction of the value will
fail, if the line offset between the anchor and the value to be extracted is at runtime different than it was when recording the web surfing session, or if
the token number of the value to be extracted is not the same as when recording the web surfing session. Therefore we recommend that you always
use structured data access to extract values when possible. On the other hand, based on the experience of many successful performed load tests
of our customers, we can conclude that the text-token-based algorithm works surprisingly reliably in almost all cases.

Additional note: When the Var Finder menu displays a success message for extracting and assigning a "dynamically-exchanged session
parameter" this indicates that the parameter is handled by using structured data access.
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7 Manufacturer
Apica

Manufacturer's Web Site:  http://www.zebratester.com/

Apica Support: support@apicasystem.com

Apica Sales: sales@apicasystem.com
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